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Executive Summary  
 
The militarization of technology, the systematic blurring of lines between 
civilian and military tools, and the deliberate integration of commercial 
technology into surveillance, targeting, and warfare, is one of the defining 
human rights challenges of our time. The South-West Asia and North Africa 
(SWANA) region sits at the center of this phenomenon and it functions 
simultaneously as a site of production, a consumption market, and a live 
testing ground. 
 
This report, produced by SMEX in partnership with Privacy International, 
documents the key patterns of technology militarization across the SWANA 
region, examines the corporate actors driving it, analyzes the legal 
frameworks that enable it, and traces the human consequences it produces.  
 
The research proceeds through six country cases. Israel occupies a 
structurally unique position: it functions simultaneously as the principal 
developer and exporter of militarized surveillance and AI systems in the 
region, using the occupation of Palestine as a continuous testing ground. The 
AI-enabled targeting systems deployed in Gaza since October 2023, 
Lavender, The Gospel, and Where's Daddy?, represent the most extensively 
documented case of algorithmic killing in the history of armed conflict. Major 
cloud providers including Google, Amazon, and Microsoft have provided the 
infrastructure enabling this system. The UAE has institutionalized offensive 
intelligence capabilities through Project Raven and the EDGE defense 
conglomerate, while simultaneously supplying advanced Chinese drones to 
Sudan's Rapid Support Forces in violation of UN arms embargos. Saudi 
Arabia has deployed commercial spyware against journalists and dissidents 
with fatal consequences, while investing hundreds of billions in AI 
infrastructure with no binding legal framework governing its use. Egypt has 
built a system of total communications surveillance, powered by deep packet 
inspection technology supplied by a Canadian firm and interception 
infrastructure sold by French companies. Syria represents an extreme case, 
with civilian surveillance infrastructure supplied by European companies 
directly embedded in systems of torture and disappearance. Sudan shows 
how the militarization of technology mutates during active conflict and 
extends beyond state actors, with internet shutdowns weaponized as 
instruments of collective punishment and UAE-supplied drones fundamentally 
transforming a paramilitary force's capacity to kill. 
 
Three categories of corporate actors drive these developments. The first 
comprises major US technology companies, Google, Amazon, Microsoft, and 
Meta, whose platforms were designed for civilian use but have been 
progressively integrated into military and intelligence operations. Their 
involvement ranges from contractual and deliberate, in Google's case, to 
structural in Meta's. The second category includes purpose-built militarized 
technology companies Palantir, NSO Group, Paragon, Cellebrite, and others, 
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whose entire business model is the provision of surveillance and targeting 
capabilities to states. The third comprises dual-use technology suppliers, 
Sandvine, Trovicor, Area SpA, Amesys, Blue Coat, smaller and less visible 
companies whose products had civilian applications and whose harm to 
civilian populations was entirely foreseeable. Western and European 
companies are exporting harm to this region and generating significant profit 
from doing so. The governments hosting and licensing these companies, 
most of which have ratified international human rights treaties, bear a 
responsibility they have not accepted. 
 
The legal analysis finds that international human rights law (IHRL) and 
international humanitarian (IHL) law already prohibit some of what this 
report documents. The problem is not only the absence of laws specific to the 
circumstances, but also the difficulty in enforcing IHL and IHRL and the 
structural weakness of national privacy and human rights protections, where 
they exist. The lack of a binding instrument governing autonomous weapons 
systems, for instance, illustrates such gaps. From their end, national laws 
across the SWANA region actively facilitate militarized surveillance through 
vague cybercrime, counterterrorism provisions and data protection 
frameworks riddled with security exceptions. 
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Introduction  
 
The militarization of technology refers to the blurring of lines between civilian 
and military technology, and the South-West Asia and North Africa (SWANA) 
region provides a chilling example of the full lifecycle of this phenomenon, 
from production to testing to consumption. As sites of production, Israel, the 
UAE, and Saudi Arabia develop, build, export and profit from militarized 
technology such as surveillance systems, weapons platforms, and artificial 
intelligence capabilities. Nearly every authoritarian regime in the SWANA 
provides a market, purchasing commercial spyware, deep packet inspection 
tools, and mass monitoring infrastructure. Finally, countries like Palestine, 
Lebanon, Syria, Yemen, and Sudan serve as live laboratories in which these 
systems are tested on humans, refined under real operational conditions 
before traveling outward to the rest of the world with the commercial 
premium of being "field-tested" or "battle-proven". 
 
This triple function of production, testing, and consumption is not 
coincidental. It is the product of several structural conditions that make the 
SWANA region a particular accelerator of technology militarization. The 
procurement capacity of wealthy Gulf states enables the acquisition of 
sophisticated surveillance and defense technology at a scale that few regions 
can match. Security sectors across the region receive massive political and 
financial investment, insulated from public accountability by executive 
authority and state secrecy. Oversight mechanisms are weak or absent in 
most states, creating permissive environments in which militarized 
technology can be deployed without legal consequence. Multiple active 
conflict zones generate both operational demand for military technology and 
the live conditions under which it is tested and perfected. Gulf sovereign 
wealth funds have meanwhile become among the largest investors in global 
AI and defense technology, reshaping the incentive structures of the very 
companies whose products are deployed against civilian populations. Saudi 
Arabia's Public Investment Fund and Abu Dhabi's MGX1 have taken direct 
stakes in OpenAI, Anthropic, and the broader AI infrastructure ecosystem, 
creating conflicts of interest in which technology companies cannot easily 
refuse military or surveillance applications from the same governments 
funding their growth.2 
 
Israel's role as both a regional military power and a global technology 
exporter creates a feedback loop between occupation, surveillance 
development, and commercial export that is structurally unique in the world. 
That mix turns the region into an engine. Once a system proves itself in Gaza 

2 Bloomberg News. (2026, February 17).���2�S�H�Q�$�,�����$�Q�W�K�U�R�S�L�F���G�H�D�O�V���S�R�Z�H�U���$�E�X���' �K�D�E�L�
�V�������������E�L�O�O�L�R�Q���$�,���E�H�W�� 
Bloomberg. 
https://www.bloomberg.com/news/articles/2026-02-17/openai-anthropic-deals-power-abu-dhabi-s-100-billion-ai-bet  

1 A sovereign-backed AI investment vehicle targeting over 100 billion dollars in assets under management 
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or Lebanon, it travels. The biometric checkpoint becomes a border control 
product. The AI targeting system becomes a defense export. The spyware 
deployed against a Palestinian journalist becomes the tool sold to a Gulf 
government to monitor its diaspora. The normalization of mass surveillance 
in one context becomes the template for its adoption in the next. 
 
We are writing this report at a moment that makes this dynamic impossible 
to ignore. In March 2026, the United States and Iran exchanged strikes on 
each other's infrastructure, including Iranian strikes on commercial data 
centers housing cloud services used by millions of civilians. Iran publicly 
designated Google, Microsoft, and other US technology companies operating 
in the region as "legitimate targets," framing the attack on digital 
infrastructure as a natural extension of armed conflict. The US used 
Anthropic’s AI model Claude embedded in Palantir's Maven targeting system 
to propose and prioritize hundreds of strike targets within the opening hours 
of its campaign. What had been a warning, is now a reality. Data centers 
were bombed, AI systems were used in targeting, and the boundary between 
the digital economy and the battlefield dissolved. 
 
This report maps the key patterns of technology militarization across the 
SWANA region. Most countries in the region fit under one or more of these 
patterns and understanding the full architecture requires examining them 
together, as a system, rather than as a series of isolated national cases.  
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Country cases  
 
I.​ Israel: a consumer and producer of militarized technology  

 
Israel occupies a singular position in the global militarization of technology. It 
functions simultaneously as the principal developer, and exporter of 
militarized surveillance, AI, and weapon systems in the SWANA region. 
Israel’s occupation of Palestine provides a continuous laboratory and testing 
ground3 where these systems are developed, refined and then marketed by 
Israel, internationally, as “battle-tested” products.4  
 
 

A.​The surveillance architecture over Palestine 
 
The Israeli military maintains a comprehensive surveillance architecture 
across the occupied Palestinian territories that operates through an 
interlocking system of facial recognition, biometric databases, and mass 
monitoring of Palestinians’ movements and communications. Amnesty 
International’s 2023 report �$�X�W�R�P�D�W�H�G���$�S�D�U�W�K�H�L�G��documented the existence 
of three highly likely linked systems: Red Wolf, a facial recognition system 
deployed at military checkpoints in Hebron that scans Palestinian faces 
without their knowledge or consent; Blue Wolf, a smartphone application 
that allows soldiers in the field to instantly access surveillance databases; 
and Wolf Pack, a vast database containing information on Palestinians, 
including their residences, family members, and whether they are wanted for 
questioning.�� 
 
Red Wolf operates at checkpoints in the H2 area of Hebron,6 scanning faces 
and comparing them against biometric entries in databases that exclusively 
contain information about Palestinians. When an individual's face does not 
match an existing entry, the system denies them passage. Red Wolf also 
automatically enrolls any new face it scans, expanding its database over 
time. Amnesty International documented how Israeli commanders tasked 
soldiers with training and optimizing Red Wolf's algorithm to achieve 
autonomous facial recognition, and how the surveillance of Palestinians 
became gamified, with the Blue Wolf app generating rankings based on the 

6 An agreement in 1997 divided Hebron into two sectors: H1, where the civil and military administration was handed 
to the Palestinian Authority, and H2, which is under full Israeli administrative and military control. (Ibid.) 

5 Amnesty International. (2023). �$�X�W�R�P�D�W�H�G���D�S�D�U�W�K�H�L�G�����+�R�Z���I�D�F�L�D�O���U�H�F�R�J�Q�L�W�L�R�Q���I�U�D�J�P�H�Q�W�V�����V�H�J�U�H�J�D�W�H�V���D�Q�G���F�R�Q�W�U�R�O�V��
�3�D�O�H�V�W�L�Q�L�D�Q�V���L�Q���W�K�H���2�3�7 (MDE 15/6701/2023). https://www.amnesty.org/en/documents/mde15/6701/2023/en/  

4 Loewenstein, A. (2025, January 30).���
�7�K�H���3�D�O�H�V�W�L�Q�H���/�D�E�R�U�D�W�R�U�\�
���H�[�S�R�V�H�V���,�V�U�D�H�O�
�V���H�[�S�R�U�W���R�I���X�Q�L�T�X�H���V�\�V�W�H�P�V���R�I���F�R�Q�W�U�R�O��
�D�Q�G���V�X�U�Y�H�L�O�O�D�Q�F�H���W�H�F�K�Q�R�O�R�J�\���D�U�R�X�Q�G���W�K�H���Z�R�U�O�G [Press release]. Al Jazeera Media Network. 
https://network.aljazeera.net/en/press-releases/%E2%80%98-palestine-laboratory%E2%80%99-exposes-israel%E2%
80%99s-export-unique-systems-control-and  

3 Fatafta, M. (2025, October). �$�,���I�R�U���Z�D�U�����%�L�J���W�H�F�K���H�P�S�R�Z�H�U�L�Q�J���,�V�U�D�H�O�
�V���F�U�L�P�H�V���D�Q�G���R�F�F�X�S�D�W�L�R�Q. Al-Shabaka: The 
Palestinian Policy Network. 
https://al-shabaka.org/briefs/ai-for-war-big-tech-empowering-israels-crimes-and-occupation/  
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number of Palestinians registered, and commanders offering prizes to the 
battalion that recorded the highest score. 
In occupied East Jerusalem, Israel operates the Mabat 2000 network, 
consisting of thousands of CCTV cameras across the Old City, which 
authorities have upgraded since 2017 to enhance facial recognition 
capabilities. Amnesty International mapped cameras across a 
10-square-kilometer area and found one to two CCTV cameras every five 
meters. The Israeli military has itself described Hebron as a "smart city", a 
term that, in this context, means surveillance-saturated streets with 
surveillance cameras mounted on buildings, lampposts, towers, and rooftops. 
This mass surveillance violates human rights, as we explain in the legal 
analysis section.  
 
 

B.​Cloud infrastructure partnerships  
 

The cloud infrastructure supporting Israel’s military operations represents 
perhaps the deepest entanglement of civilian technology providers with 
military and intelligence functions documented to date, including Google, 
Amazon, and Microsoft. In 2021, Israel signed a $1.2 billion joint contract 
with Google and Amazon called Project Nimbus. A joint investigation by +972 
Magazine and Local Call revealed that the contract was publicly framed as a 
civilian modernization initiative, intended to migrate Israeli government 
ministries, including health, transport, and education, onto cloud 
infrastructure provided by the two companies. Google and Amazon 
established local data centers inside Israel as part of the agreement, and 
Google stated at the time that the contract would not cover highly sensitive 
or classified work. 7 8 
 
The joint investigation also revealed that at least since October 2023, major 
cloud companies have provided data storage and AI services to Israeli army 
units handling classified information, significantly exceeding the publicly 
stated scope of the contract.9 Amazon Web Services (AWS) provides Israel’s 
Military Intelligence Directorate with a server farm that stores masses of 
intelligence information. According to multiple intelligence sources from the 
joint investigation, exceptional capacity of the AWS public cloud allows the 
army to maintain "endless storage" for intelligence on "almost everyone" in 
Gaza.10 
 

10 Abraham, Y. (2024, August 7). �
�2�U�G�H�U���I�U�R�P���$�P�D�]�R�Q�
�����7�H�F�K���J�L�D�Q�W�V���V�W�R�U�L�Q�J���P�D�V�V���G�D�W�D���I�R�U���,�V�U�D�H�O�
�V���Z�D�U�� +972 
Magazine. https://www.972mag.com/cloud-israeli-army-gaza-amazon-google-microsoft/  

9Abraham, Y., Ziv, O., & Davies, H. (2026, February).���6�X�S�U�D��note 7  

8 Silberling A.. (2022, September 1).���*�R�R�J�O�H���Z�R�U�N�H�U�V���S�U�R�W�H�V�W�����������%���3�U�R�M�H�F�W���1�L�P�E�X�V���F�R�Q�W�U�D�F�W���Z�L�W�K���,�V�U�D�H�O�L���P�L�O�L�W�D�U�\����
TechCrunch. 
https://techcrunch.com/2022/09/01/google-workers-protest-1-2b-project-nimbus-contract-with-israeli-military  

7 Abraham, Y., Ziv, O., & Davies, H. (2026, February).���,�Q�V�L�G�H���,�V�U�D�H�O�
�V���G�H�D�O���Z�L�W�K���*�R�R�J�O�H���D�Q�G���$�P�D�]�R�Q. +972 Magazine 
/ Local Call / The Guardian. https://www.972mag.com/project-nimbus-contract-google-amazon-israel/  

9 

https://www.972mag.com/cloud-israeli-army-gaza-amazon-google-microsoft/
https://techcrunch.com/2022/09/01/google-workers-protest-1-2b-project-nimbus-contract-with-israeli-military
https://www.972mag.com/project-nimbus-contract-google-amazon-israel/


 

+972 Magazine and Local Call also highlighted military sources that 
emphasized that the scope of intelligence collected from the surveillance of 
all Palestinian residents of Gaza is so large that it cannot be stored on 
military servers alone. The army specifically needed expanded capabilities to 
keep billions of audio files, which compelled the turn to commercial cloud 
services. 11 
 
The strategic value of these partnerships extends beyond mere storage. 
Colonel Avi Dadon, who previously headed the Israeli Defense Ministry's 
department of production and procurement  stated: "for the [cloud 
companies], it’s the strongest marketing. What the IDF uses was and 
will be one of the best selling points of products and services in the 
world. For them, it’s a laboratory. Of course they want to [work with 
us]”.12 This admission reveals that the cloud companies gain access to 
operational military data and real-world deployment validation, while the 
military gains access to  AI capabilities and processing power it could never 
develop independently. The relationship is symbiotic, the occupation of 
Palestine simultaneously functions as the testing ground that validates the 
technology, the procurement market that finances its development, and the 
export showcase that sells it to the world. In all of this, Palestinians serve as 
human beings whose rights are continuously violated in the service of a 
commercial industry.  
 
In August 2025, a joint investigation by The Guardian, +972 Magazine, and 
Local Call revealed that Microsoft Azure had been used by Unit 8200, Israel's 
elite signals intelligence agency,  to store and analyze mass-intercepted 
Palestinian phone calls. In late 2021, Microsoft CEO Satya Nadella met with 
Unit 8200 commander Yossi Sariel, who won support for a plan granting the 
unit access to a customized and segregated area within Azure. This system, 
operational since 2022, collected and stored recordings of millions of mobile 
phone calls made daily by Palestinians in Gaza and the West Bank. An 
internal saying emerged within Unit 8200 that captured the system's 
ambition: "a million calls an hour."13 
 
According to three Unit 8200 sources, the Azure-based storage platform 
facilitated the preparation of deadly airstrikes and shaped military operations 
across the occupied territories. Leaked Microsoft documents suggest that a 
large proportion of Unit 8200's sensitive data sat in Microsoft data centers in 
the Netherlands and Ireland. In September 2025, under pressure from 
employees and investors, Microsoft ceased and disabled a set of services to 
one unit within the Israeli Ministry of Defense, acknowledging a breach of its 

13 Abraham, Y., Ziv, O., & Davies, H. (2025, August 7). �0�L�F�U�R�V�R�I�W���V�W�R�U�L�Q�J���,�V�U�D�H�O�L���L�Q�W�H�O�O�L�J�H�Q�F�H���W�U�R�Y�H���X�V�H�G���W�R���D�W�W�D�F�N��
�3�D�O�H�V�W�L�Q�L�D�Q�V�� +972 Magazine / Local Call / The Guardian. 
https://www.972mag.com/microsoft-8200-intelligence-surveillance-cloud-azure/  

12 Ibid. 
11Ibid. 
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terms of service. However, broader Azure services to the Israeli military 
continue.14 
 
 

C.​AI-enabled targeting systems 
 
The deployment of AI in Israel's military operations in Gaza since October 
2023 represents the most extensively documented case of AI-enabled 
targeting in the history of armed conflict. A landmark investigation by +972 
Magazine and Local Call, based on testimony from six Israeli intelligence 
officers with direct involvement, revealed the existence of Lavender, an AI 
system that marked approximately 37,000 Palestinians as suspected militants 
for potential assassination.15 The data feeding this kill list is drawn from 
civilian platforms used by hundreds of millions of people worldwide. 
 
Lavender analyzes information collected through mass surveillance of Gaza's 
2.3 million residents. For almost every individual in Gaza, it rates the 
likelihood that they belong to the military wings of Hamas or Palestinian 
Islamic Jihad on a scale of 1 to 100. The system is trained to identify 
characteristics of known operatives such as WhatsApp group memberships, 
cell phone changes, address changes, social media activity, and then locate 
the same characteristics among the general population. A former commander 
of Unit 8200 authored a book advocating for such a system, writing that “the 
more information, and the more variety, the better. Visual information, 
cellular information, social media connections, battlefield information, phone 
contacts, photos.”16 
 
During the first weeks of the genocide, the army gave sweeping approval for 
officers to adopt Lavender's kill lists with no requirement to independently 
verify the machine's choices. Human oversight amounted to 
approximately 20 seconds per target, just enough to confirm the target 
appeared male. One senior intelligence officer stated: "I had zero added 
value as a human, apart from being a stamp of approval. It saved a lot of 
time."17 The system's known error rate of approximately 10 percent was 
treated as statistically acceptable, meaning for every 9 individuals targeted 
“accurately” based on the army’s configuration of the system, it was 
considered acceptable for the system to mark 1 innocent target for death. 
Common errors included marking relatives, police officers, civil defense 
workers, and individuals who happened to share a name or device with an 
operative.  
 

17 Ibid.  
16 Ibid. 

15 Abraham, Y. (2024, April). �/�D�Y�H�Q�G�H�U�����7�K�H���$�,���P�D�F�K�L�Q�H���G�L�U�H�F�W�L�Q�J���,�V�U�D�H�O�
�V���E�R�P�E�L�Q�J���V�S�U�H�H���L�Q���*�D�]�D����+972 Magazine / 
Local Call. https://www.972mag.com/lavender-ai-israeli-army-gaza/  

14 Abraham, Y. (2025, September). �0�L�F�U�R�V�R�I�W���U�H�Y�R�N�H�V���F�O�R�X�G���V�H�U�Y�L�F�H�V���I�U�R�P���,�V�U�D�H�O�
�V���8�Q�L�W��������������+972 Magazine. 
https://www.972mag.com/microsoft-cloud-israel-8200-expose/  
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According to the same investigation by +972 Magazine and Local Call, a 
companion system called "Where's Daddy?" tracked marked individuals 
and signaled the army when they entered their family residences. The army 
systematically bombed targets in their homes, usually at night while entire 
families were present, using unguided "dumb" bombs for junior targets to 
save the cost of precision munitions. For junior militants, the army initially 
authorized the killing of 15 to 20 civilians per target; for senior commanders, 
the authorized threshold reached over 100 and sometimes up to 300 
civilians.18 
​ 
The investigation also mentions another system, The Gospel, that generated 
target recommendations for buildings and structures rather than individuals. 
Together, these AI systems automated a killing pipeline of staggering scale. 
As one intelligence source testified: "Once you go automatic, target 
generation goes crazy". The consequences were devastating: during the first 
six weeks of the genocide alone, Israel killed approximately 15,000 
Palestinians, nearly half the total death toll at that time, with more than half 
of the fatalities in the first month belonging to 1,340 families wiped out in 
their homes.19 
 
The Wall Street Journal also reported that the US military used Claude, an AI 
model developed by Anthropic, for intelligence assessments, target 
identification and battle-scenario simulation throughout the recent attack on 
Iran.20 Claude operates within the Maven Smart System, a realAótime targeting 
platform built by Palantir Technologies under a US Army contract.21 According 
to the Washington Post, Maven, powered by Claude, proposed hundreds of 
targets for US military strikes, prioritized them by strategic importance, and 
provided location coordinates, enabling the US to execute roughly 900 strikes 
within the first 12 hours of the campaign.22 Researchers describe this 
acceleration as "decision compression": AI condenses the kill chain, the 
sequence from target identification through legal authorization to execution, 
to a pace that, according to one analyst, operates "quicker than the speed of 
thought."23 David Leslie, a professor of ethics and technology at Queen Mary 
University of London, warned that such dependence on AI produces 
"cognitive offAóloading," where human operators responsible for strike 

23 Ibid.  

22 Hern, A., & colleagues. (2026, March 3). �,�U�D�Q���Z�D�U���K�H�U�D�O�G�V���H�U�D���R�I���$�,���S�R�Z�H�U�H�G���E�R�P�E�L�Q�J���
�T�X�L�F�N�H�U���W�K�D�Q���V�S�H�H�G���R�I��
�W�K�R�X�J�K�W�
�� The Guardian. 
https://www.theguardian.com/technology/2026/mar/03/iran-war-heralds-era-of-ai-powered-bombing-quicker-than-sp
eed-of-thought  

21 Reuters. (2026, March 4). �3�D�O�D�Q�W�L�U���I�D�F�H�V���F�K�D�O�O�H�Q�J�H���W�R���U�H�P�R�Y�H���$�Q�W�K�U�R�S�L�F���I�U�R�P���3�H�Q�W�D�J�R�Q�
�V���$�,���V�R�I�W�Z�D�U�H�� 
https://www.reuters.com/technology/palantir-faces-challenge-remove-anthropic-pentagons-ai-software-2026-03-04/  

20 Wall Street Journal. (2026, March). US���V�W�U�L�N�H�V���L�Q���0�L�G�G�O�H���(�D�V�W���X�V�H���$�Q�W�K�U�R�S�L�F���K�R�X�U�V���D�I�W�H�U���7�U�X�P�S���E�D�Q����
https://www.wsj.com/livecoverage/iran-strikes-2026/card/u-s-strikes-in-middle-east-use-anthropic-hours-after-trump-
ban-ozNO0iClZpfpL7K7ElJ2  

19 Ibid. 
18 Ibid. 
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decisions become disconnected from their consequences because a machine 
has already performed the cognitive work.24 
 
Anthropic CEO Dario Amodei's refusal of the Pentagon's demand for 
unrestricted military use of Claude and insistence on retaining safeguards 
against autonomous weapons and mass surveillance did not prevent the 
model from being used in the Iran strikes. After the strikes began, Trump 
ordered all federal agencies to stop using Claude, and Defense Secretary Pete 
Hegseth designated Anthropic a "supply chain risk." Yet Claude remained 
embedded in operational systems. Pentagon officials acknowledged that a full 
phase-out could take three to six months, confirming that the AI model had 
become structurally indispensable to the US targeting infrastructure. 
Anthropic later sued the US Department of Defense over the blacklisting.25  
  
The episode illustrates a critical dynamic of the militarization of tech: once AI 
tools are integrated into targeting and intelligence workflows, they become 
operationally irreversible on short timescales, regardless of political 
decisions or ethical objections by their creators. 
 
These systems raise fundamental challenges under international 
humanitarian law. 
 

D.​The spyware ecosystem  
 

According to the Carnegie Endowment for International Peace, Israel 
is the world's leading producer and exporter of commercial spyware. 
Of the 74 governments worldwide that purchased surveillance 
technology from private vendors between 2011 and 2023, 54 have 
purchased from Israeli firms.26 In 2016, and with approximately 27 
surveillance companies headquartered in its territory, Israel had the 
highest per-capita ratio of surveillance firms globally.27  
 
The surveillance industry in Israel benefits from a unique ecosystem.28 The 
military intelligence Unit 8200 functions as an incubator for surveillance 
technology start-ups. This happens through both direct financial relationships 
between accelerators and the government, and through  veterans bringing 
classified expertise into private sector companies such as the infamous NSO 

28 SMEX. (2024). New research: Click, load, kill - a look into the cyberweapon industry in the WANA region. 
https://smex.org/new-research-click-load-kill-a-look-into-the-cyberweapon-industry-in-the-wana-region/  

27 7amleh, The Arab Center for the Development of Social Media. (2023, December).���,�V�U�D�H�O�
�V���V�X�U�Y�H�L�O�O�D�Q�F�H���L�Q�G�X�V�W�U�\��
�D�Q�G���K�X�P�D�Q���U�L�J�K�W�V�����,�P�S�D�F�W���R�Q���3�D�O�H�V�W�L�Q�L�D�Q�V���D�Q�G���Z�R�U�O�G�Z�L�G�H�� 
https://7amleh.org/storage/Israel%E2%80%99s%20Surveillance%20Industry%20english4.pdf  

26 Feldstein, S., & Kot, B. (2023, March). �: �K�\���G�R�H�V���W�K�H���J�O�R�E�D�O���V�S�\�Z�D�U�H���L�Q�G�X�V�W�U�\���F�R�Q�W�L�Q�X�H���W�R���W�K�U�L�Y�H�"���7�U�H�Q�G�V����
�H�[�S�O�D�Q�D�W�L�R�Q�V�����D�Q�G���U�H�V�S�R�Q�V�H�V. Carnegie Endowment for International Peace. 
https://carnegieendowment.org/russia-eurasia/research/2023/03/why-does-the-global-spyware-industry-continue-to-th
rive-trends-explanations-and-responses  

25 Siddiqui, S., & colleagues. (2026, March 9).���$�Q�W�K�U�R�S�L�F���V�X�H�V���8�6���G�H�I�H�Q�V�H���G�H�S�D�U�W�P�H�Q�W���R�Y�H�U���$�,���E�O�D�F�N�O�L�V�W�L�Q�J�� The 
Guardian. https://www.theguardian.com/technology/2026/mar/09/anthropic-defense-department-lawsuit-ai  

24 Ibid.  
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Group.29 NSO’s Unit 8200 veteran founders developed the notorious Pegasus 
spyware, a sophisticated mobile phone hacking tool categorized as a military 
export by the Israeli state and sold only with Ministry of Defense approval. 
Pegasus has been licensed to approximately 45 governments worldwide, and 
its deployment against journalists, human rights defenders, and political 
opponents across the SWANA region has been extensively documented.30 In 
2024, a US federal judge found NSO Group liable in a lawsuit brought by 
WhatsApp, after NSO Group used Pegasus to target approximately 1,400 
users including journalists and activists. This decision is one of the first times 
a commercial spyware vendor faced legal accountability for the deployment 
of its tools against civil society.31   
 
The Israeli surveillance industry draws directly from the occupation. Weapons 
and surveillance technologies first deployed to control and repress 
Palestinians are marketed abroad as "field-proven" and "tested in battle" 
products, labels that the arms industry understands carry a particular 
meaning rooted in decades of occupation. This dynamic ensures that the 
occupation does not merely violate the rights of Palestinians but also serves 
as the engine driving the global proliferation of repressive surveillance 
technologies. 
 
 
 
II.​ The GCC countries: from consumers to producers  
 
The Gulf Cooperation Council (GCC) states are undergoing a transformation 
from purchasers of militarized technology to increasingly autonomous 
producers and exporters. This shift has important implications for the region’s 
power dynamics and for human rights.   
 

A.​The United Arab Emirates (UAE) 
 
The UAE is considered one of the biggest purchasers of surveillance 
technology, all the while becoming a producer and supplier of its own.  
 

i. Spyware deployment and transnational repression  
 

The UAE's use of commercial spyware preceded nearly every other 
documented actor in the region. Citizen Lab's landmark 2016 investigation, 

31 Access Now. (2024, December 20). �6�W�D�W�H�P�H�Q�W���R�Q���W�K�H���K�L�V�W�R�U�L�F���G�H�F�L�V�L�R�Q���L�Q���W�K�H���: �K�D�W�V�$�S�S���Y���1�6�2���F�D�V�H����
https://www.accessnow.org/press-release/statement-on-whatsapp-v-nso-case-decision/  

30 SMEX (2024) �6�X�S�U�D��note 28. 

�����6�H�H����The Directorate of Defense, Research and Development at the Ministry of Defense, Innofense, 
https://web.archive.org/web/20260615103115/https://ddrd-mafat.mod.gov.il/en/innofense (retrieved 15 June 2026, 
explaining that “INNOFENSE is the DDR&D's innovation program for dual-use technology ventures.”) ; �,�Q�Q�R�I�H�Q�V�H������
�,�+�/�6���6�W�D�U�W�X�S���$�F�F�H�O�H�U�D�W�R�U. iHLS Startup Accelerator. 
https://web.archive.org/web/20260615103424/https://accelerator.i-hls.com/innofense/ (retrieved 15 June 2026) 
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"The Million Dollar Dissident,"32 documented that the UAE deployed NSO 
Group's Pegasus spyware against Ahmed Mansoor, a prominent Emirati 
human rights defender.33 Citizen Lab researchers identified text messages 
sent to Mansoor containing links that would have silently installed the 
spyware, turning his iPhone into a remote listening device capable of 
intercepting calls and messages, activating the microphone and camera, and 
tracking his location without any visible sign of infection. Mansoor forwarded 
the messages to Citizen Lab rather than clicking the links. In 2017, he was 
arrested, convicted of charges including "insulting the leaders of the UAE," 
and sentenced to fifteen years in prison, where he has continued to face 
inhumane conditions such as solitary confinement.34 
 
Alongside Bahrain, Morocco, and Saudi Arabia, the UAE was among 
SWANA-region NSO Group clients whose target lists emerged from the 2021 
Pegasus Project investigation by Amnesty International and Forbidden 
Stories.35 The investigation identified more than 50,000 phone numbers 
selected by NSO clients as surveillance targets globally, and confirmed the 
pattern documented by Citizen Lab years earlier: the UAE routinely used 
Pegasus not for counterterrorism, as NSO Group's licensing terms nominally 
require, but for monitoring journalists, human rights defenders, foreign 
government officials, and political opponents. 
 
The UAE’s ambitions extended well beyond purchasing spyware from third 
parties. Beginning around 2009 and made public in 2012, the 
Baltimore-based firm CyberPoint hired a team of former National Security 
Agency (NSA) employees to provide intelligence support to the UAE's signals 
intelligence service, then called the National Electronic Security Authority 
(NESA).36 The program, codenamed Project Raven, was framed publicly as 
defensive cyber assistance and counterterrorism support.37 According to a 
Reuters investigation drawing on nine former team members, Project Raven's 
true mission was offensive intelligence collection from the outset: 

37 Chesney, R. (2019). �3�U�R�M�H�F�W���5�D�Y�H�Q�����: �K�D�W���K�D�S�S�H�Q�V���Z�K�H�Q���8�6���S�H�U�V�R�Q�Q�H�O���V�H�U�Y�H���D���I�R�U�H�L�J�Q���L�Q�W�H�O�O�L�J�H�Q�F�H���D�J�H�Q�F�\�" 
Lawfare. 
https://www.lawfaremedia.org/article/project-raven-what-happens-when-us-personnel-serve-foreign-intelligence-agen
cy  

36 Washington Post. (2012, November 22).���$�V���F�\�E�H�U�Z�D�U�I�D�U�H���K�H�D�W�V���X�S�����D�O�O�L�H�V���W�X�U�Q���W�R���8�6���F�R�P�S�D�Q�L�H�V���I�R�U���H�[�S�H�U�W�L�V�H����
https://www.washingtonpost.com/world/national-security/as-cyberwarfare-heats-up-allies-turn-to-us-companies-for-e
xpertise/2012/11/22/a14f764c-192c-11e2-bd10-5ff056538b7c_story.html  

35 Forbidden Stories / Amnesty International. (2021, July). �7�K�H���3�H�J�D�V�X�V���S�U�R�M�H�F�W����
https://forbiddenstories.org/projects_posts/pegasus-project/  

34 Amnesty International (2020, March). �8�$�(�����$�K�P�H�G���0�D�Q�V�R�R�U�����X�Q�O�D�Z�I�X�O�O�\���G�H�W�D�L�Q�H�G���L�Q���V�R�O�L�W�D�U�\���F�R�Q�I�L�Q�H�P�H�Q�W���I�R�U���W�K�U�H�H��
�\�H�D�U�V�����P�X�V�W���E�H���U�H�O�H�D�V�H�G������
https://www.amnesty.org/en/latest/news/2020/03/uae-ahmed-mansoor-unlawfully-detained-in-solitary-confinement-fo
r-three-years-must-be-released/  

33 Amnesty International Security Lab. (2023, December). �$�K�P�H�G���0�D�Q�V�R�R�U�����7�K�H���S�R�H�W���Z�K�R���V�S�R�N�H���W�U�X�W�K���W�R���S�R�Z�H�U���D�Q�G��
�S�D�L�G���D���K�H�D�Y�\���S�U�L�F�H����
https://securitylab.amnesty.org/latest/2023/12/ahmed-mansoor-the-poet-who-spoke-truth-to-power-and-paid-a-heavy-
price/  

32 Marczak, B., & Scott-Railton, J. (2016, August 24). �7�K�H���P�L�O�O�L�R�Q���G�R�O�O�D�U���G�L�V�V�L�G�H�Q�W�����1�6�2���*�U�R�X�S�
�V���L�3�K�R�Q�H���]�H�U�R���G�D�\�V��
�X�V�H�G���D�J�D�L�Q�V�W���D���8�$�(���K�X�P�D�Q���U�L�J�K�W�V���G�H�I�H�Q�G�H�U�� The Citizen Lab. 
https://citizenlab.ca/research/million-dollar-dissident-iphone-zero-day-nso-group-uae/  

15 

https://www.lawfaremedia.org/article/project-raven-what-happens-when-us-personnel-serve-foreign-intelligence-agency
https://www.lawfaremedia.org/article/project-raven-what-happens-when-us-personnel-serve-foreign-intelligence-agency
https://www.washingtonpost.com/world/national-security/as-cyberwarfare-heats-up-allies-turn-to-us-companies-for-expertise/2012/11/22/a14f764c-192c-11e2-bd10-5ff056538b7c_story.html
https://www.washingtonpost.com/world/national-security/as-cyberwarfare-heats-up-allies-turn-to-us-companies-for-expertise/2012/11/22/a14f764c-192c-11e2-bd10-5ff056538b7c_story.html
https://forbiddenstories.org/projects_posts/pegasus-project/
https://www.amnesty.org/en/latest/news/2020/03/uae-ahmed-mansoor-unlawfully-detained-in-solitary-confinement-for-three-years-must-be-released/
https://www.amnesty.org/en/latest/news/2020/03/uae-ahmed-mansoor-unlawfully-detained-in-solitary-confinement-for-three-years-must-be-released/
https://securitylab.amnesty.org/latest/2023/12/ahmed-mansoor-the-poet-who-spoke-truth-to-power-and-paid-a-heavy-price/
https://securitylab.amnesty.org/latest/2023/12/ahmed-mansoor-the-poet-who-spoke-truth-to-power-and-paid-a-heavy-price/
https://citizenlab.ca/research/million-dollar-dissident-iphone-zero-day-nso-group-uae/


 

intercepting and exfiltrating communications from targets inside and outside 
the UAE.38 The program's scope expanded rapidly. Targets included Yemeni 
activists, a British journalist critical of UAE governance, foreign government 
officials, and American citizens–a direct violation of the operational 
constraints the US government placed on CyberPoint as a condition of its 
export license. 
 
In late 2015, control of the program transferred to DarkMatter, a UAE-owned 
cybersecurity firm. Employees received a stark choice: sign on with 
DarkMatter and continue the work under Emirati authority, or leave.39 Under 
DarkMatter's control, Project Raven's methods became significantly more 
aggressive. Operatives acquired "zero-click" mobile exploits, tools that 
compromise target devices without requiring the user to take any action, 
from at least two American companies. Three members of the original Project 
Raven team, Marc Baier, Ryan Adams and Daniel Gericke, were charged by 
the US Department of Justice in 2021 for conspiring to provide computer 
network exploitation services to a foreign government without the required 
license, in one of the first enforcement actions of its kind under US export 
control law for offensive cyber operations.40 
 
The DarkMatter episode illustrates a broader pattern: Gulf states do not 
simply buy surveillance capabilities; they build institutional 
infrastructure embedding Western technical expertise into sovereign 
intelligence agencies, and progressively transferring both the 
know-how and the workforce into domestically controlled entities. 
 

ii. Mass surveillance infrastructure: the Oyoon Program 
 

Dubai alone deploys over 300,000 cameras integrated with AI-powered facial 
recognition and behavioral analytics through the Oyoon ('Eyes') program, one 
of the most extensive urban surveillance networks in the world.41 The 
program, announced in 2016, is publicly framed as a smart policing initiative 
designed to reduce crime and accelerate emergency response. Its technical 
architecture, however, integrates biometric identification, movement tracking, 
and behavioral pattern analysis across an urban environment of 3.5 million 
people.42 

42 Stevenson, T. (2024). �8�Q�L�W�H�G���$�U�D�E���(�P�L�U�D�W�H�V�����' �L�J�L�W�D�O���V�X�U�Y�H�L�O�O�D�Q�F�H���D�Q�G���U�L�J�K�W�V�� Oxford Internet Institute, Tech and 
Justice Programme. https://www.techandjustice.bsg.ox.ac.uk/research/united-arab-emirates  

41 Durmaz, M. (2025, May 19). �$�,���L�Q�Y�H�V�W�P�H�Q�W�V���L�Q���W�K�H���*�X�O�I�����2�S�S�R�U�W�X�Q�L�W�L�H�V���D�Q�G���V�X�U�Y�H�L�O�O�D�Q�F�H���U�L�V�N�V�� SMEX. 
https://smex.org/ai-investments-in-the-gulf-opportunities-and-surveillance-risks/ 

40 US Department of Justice. (2021, September 13).���7�K�U�H�H���I�R�U�P�H�U���8�6���L�Q�W�H�O�O�L�J�H�Q�F�H���F�R�P�P�X�Q�L�W�\���D�Q�G���P�L�O�L�W�D�U�\���S�H�U�V�R�Q�Q�H�O��
�D�J�U�H�H���W�R���S�D�\���P�R�U�H���W�K�D�Q���������������P�L�O�O�L�R�Q���W�R���U�H�V�R�O�Y�H���F�U�L�P�L�Q�D�O���F�K�D�U�J�H�V���D�U�L�V�L�Q�J���I�U�R�P���W�K�H�L�U���S�U�R�Y�L�V�L�R�Q���R�I���K�D�F�N�L�Q�J���U�H�O�D�W�H�G��
�V�H�U�Y�L�F�H�V���W�R���D���I�R�U�H�L�J�Q���J�R�Y�H�U�Q�P�H�Q�W. 
https://www.justice.gov/usao-dc/pr/three-former-us-intelligence-community-and-military-personnel-agree-pay-more-
168-million   

39 Ibid. 

38 Schectman, J., & Bing, C. (2019, January 30). �6�S�H�F�L�D�O���U�H�S�R�U�W�����,�Q�V�L�G�H���W�K�H���8�$�(�
�V���V�H�F�U�H�W���K�D�F�N�L�Q�J���W�H�D�P���R�I���$�P�H�U�L�F�D�Q��
�P�H�U�F�H�Q�D�U�L�H�V�� Reuters. https://www.reuters.com/investigates/special-report/usa-spying-raven/  

16 

https://www.techandjustice.bsg.ox.ac.uk/research/united-arab-emirates
https://smex.org/ai-investments-in-the-gulf-opportunities-and-surveillance-risks/
https://www.justice.gov/usao-dc/pr/three-former-us-intelligence-community-and-military-personnel-agree-pay-more-168-million
https://www.justice.gov/usao-dc/pr/three-former-us-intelligence-community-and-military-personnel-agree-pay-more-168-million
https://www.reuters.com/investigates/special-report/usa-spying-raven/


 

The Oyoon program exemplifies the smart city-to-surveillance pipeline 
documented across the region. Urban surveillance infrastructure, marketed to 
residents and investors as a hallmark of technological modernity, creates a 
comprehensive monitoring apparatus whose capabilities are identical to those 
of purpose-built intelligence surveillance systems, differing only in the 
framing applied to its procurement and operation. There is no publicly 
available legal framework governing the Oyoon program's data retention, 
access policies, or limitations on use; no independent oversight body; and no 
mechanism by which individuals who are monitored can access, challenge, or 
seek redress for decisions made on the basis of data collected about them. 
 

iii. Defense tech ventures 
 
The EDGE Group, an Abu Dhabi-based defense conglomerate created in 
2019, represents the UAE's most ambitious attempt to build a domestically 
rooted defense technology base.43 In November 2025, EDGE and US defense 
firm Anduril launched a joint venture to manufacture autonomous drones in 
Abu Dhabi. EDGE has invested 200 million dollars to produce the Omen 
hybrid-electric vertical takeoff drone, with 50 units already ordered by a UAE 
customer.44 EDGE also invested 10 million dollars to acquire a 30 percent 
stake in Israel's ThirdEye Systems, which develops AI-powered electro-optical 
systems for detecting drones, and established an additional 12 million dollar 
joint venture for worldwide marketing.45 These investments signal the 
deepening of the UAE-Israel defense technology cooperation.  
  

iv. Drone supply to non-state actors  
 

The UAE has supplied Sudan's paramilitary Rapid Support Forces (RSF) with 
advanced Chinese-made drones, according to The Wall Street Journal.46 This 
includes the CH-95 model capable of firing precision weapons and operating 
for 24 continuous hours, enabling long-range reconnaissance and airstrikes 
by a non-state force that would not otherwise possess such capabilities. 
Amnesty International documented, for the first time in any conflict, the 
deployment of Chinese GB50A guided bombs in Sudan.47 Amnesty also 
identified the use of Wing Loong II and FeiHong-95 drones alongside other 
weapons. According to the report the drones were almost certainly 

47 Amnesty International. (2025, May 8). �6�X�G�D�Q�����$�G�Y�D�Q�F�H�G���&�K�L�Q�H�V�H���Z�H�D�S�R�Q�U�\���S�U�R�Y�L�G�H�G���E�\���8�$�(���L�G�H�Q�W�L�I�L�H�G���L�Q���E�U�H�D�F�K��
�R�I���D�U�P�V���H�P�E�D�U�J�R���² ���Q�H�Z���L�Q�Y�H�V�W�L�J�D�W�L�R�Q����
https://amnesty.ca/human-rights-news/sudan-advanced-chinese-weaponry-uae-breach-arms-embargo/   

46 Middle East Eye. (2024). �8�$�(���L�Q�F�U�H�D�V�L�Q�J���V�X�S�S�R�U�W���I�R�U���6�X�G�D�Q�
�V���5�6�)���Z�L�W�K���Q�H�Z���&�K�L�Q�H�V�H���G�U�R�Q�H�V����
https://www.middleeasteye.net/news/uae-increasing-support-sudans-rsf-new-chinese-drones-report  

45 Times of Israel. (2024).���8�$�(���F�R�Q�J�O�R�P�H�U�D�W�H���L�Q�N�V���������0���G�U�R�Q�H���W�H�F�K���G�H�D�O���W�R���E�X�\���V�W�D�N�H���L�Q���,�V�U�D�H�O�
�V���7�K�L�U�G�(�\�H����
https://www.timesofisrael.com/uae-conglomerate-inks-10m-drone-tech-deal-to-buy-stake-in-israels-thirdeye/  

44 Anduril Industries. (2025).���(�' �*�(���*�U�R�X�S���D�Q�G���$�Q�G�X�U�L�O���W�R���I�R�U�P���8�$�(���8�6���M�R�L�Q�W���Y�H�Q�W�X�U�H���W�R���G�H�Y�H�O�R�S���D�X�W�R�Q�R�P�R�X�V��
�V�\�V�W�H�P�V����
https://www.anduril.com/news/edge-group-and-anduril-to-form-uae-us-joint-venture-to-develop-autonomous-systems  

43 Reuters. (2025, November 19). �8�$�(���G�H�I�H�Q�F�H���J�U�R�X�S���(�' �*�(���W�D�U�J�H�W�V���8�6���P�D�U�N�H�W���Z�L�W�K���S�O�D�Q�V���I�R�U���M�R�L�Q�W���Z�H�D�S�R�Q��
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re-exported to Sudan by the UAE.48 The UAE has reportedly also operated 
training camps for RSF forces in Ethiopia.49 These activities constitute 
violations of the UN arms embargo on Sudan and represent the deliberate 
weaponization of a paramilitary force in a neighboring country's civil war. 
 
 

B.​Saudi Arabia 
 

i. Spyware and targeted surveillance 
 

Saudi Arabia has deployed commercial spyware extensively against 
journalists, dissidents, and political opponents, including in aid of 
extrajudicial killings. Investigations by Citizen Lab and by then-UN Special 
Rapporteur Agnes Callamard established that individuals in Jamal Khashoggi's 
circle had been targeted with Pegasus spyware prior to his murder in October 
2018 inside the Saudi consulate in Istanbul.50 Callamard concluded that Saudi 
Arabia bore responsibility for a premeditated extrajudicial execution, and that 
surveillance technology had played a material enabling role. Saudi Arabia was 
among the most active Pegasus operators identified in the 2021 Pegasus 
Project investigation, with targets including Saudi dissidents living in Canada, 
the United States, and Europe. Saudi Arabia represents a pattern of 
transnational repression enabled directly by commercial spyware. 
 

ii. AI investments and strategic positioning  
 

Saudi Arabia is the largest AI investor among Gulf states.51 The Public 
Investment Fund and affiliated entities have committed hundreds of billions 
of dollars to AI infrastructure, including through the NEOM megaproject and 
through major investments in Western and Asian AI companies. Saudi Arabia 
has pursued drone localization and manufacturing partnerships with Chinese 
and US firms.52 In 2022, Saudi-operated Wing Loong drones were reported in 
Yemen.53 
 
As Saudi Arabia establishes itself as a major AI developer rather than merely 
a technology consumer, its growing capacity to produce solutions is reducing 

53 Defense Mirror. (2022, December 5). �$�P�L�G�V�W���7�H�K�U�D�Q���5�L�\�D�G�K���S�H�D�F�H���G�H�D�O�����6�D�X�G�L���: �L�Q�J���/�R�R�Q�J���G�U�R�Q�H���V�K�R�W���G�R�Z�Q���R�Y�H�U��
�<�H�P�H�Q�� https://www.defensemirror.com/news/33858  

52 Asharq Al-Awsat. (2023, August 10). �6�D�X�G�L���$�U�D�E�L�D�����8�6���H�Q�W�H�U���V�W�U�D�W�H�J�L�F���D�O�O�L�D�Q�F�H���W�R���H�V�W�D�E�O�L�V�K���O�R�F�D�O���G�U�R�Q�H��
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H�� 
https://english.aawsat.com/business/4480171-saudi-arabia-us-enter-strategic-alliance-establish-local-drone-infrastruct
ure  

51 SMEX. (2024). �$�,���L�Q�Y�H�V�W�P�H�Q�W�V���L�Q���W�K�H���*�X�O�I�����2�S�S�R�U�W�X�Q�L�W�L�H�V���D�Q�G���V�X�U�Y�H�L�O�O�D�Q�F�H���U�L�V�N�V�� 
https://smex.org/ai-investments-in-the-gulf-opportunities-and-surveillance-risks/  

50 Marczak, B., & colleagues. (2021). �6�W�R�S�S�L�Q�J���W�K�H���S�U�H�V�V�����1�H�Z���<�R�U�N���7�L�P�H�V���M�R�X�U�Q�D�O�L�V�W���W�D�U�J�H�W�H�G���E�\���6�D�X�G�L���O�L�Q�N�H�G��
�3�H�J�D�V�X�V���V�S�\�Z�D�U�H���R�S�H�U�D�W�R�U�� The Citizen Lab. 
https://citizenlab.ca/research/stopping-the-press-new-york-times-journalist-targeted-by-saudi-linked-pegasus-spyware
-operator/ 

49 Reuters. (2026, February 10). �(�W�K�L�R�S�L�D���E�X�L�O�G�V���V�H�F�U�H�W���F�D�P�S���W�R���W�U�D�L�Q���6�X�G�D�Q���5�6�)���I�L�J�K�W�H�U�V�����V�R�X�U�F�H�V���V�D�\����
https://www.reuters.com/investigations/ethiopia-builds-secret-camp-train-sudan-rsf-fighters-sources-say-2026-02-10/  

48 Ibid.  
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dependence on Western military technologies while enabling the export of 
this know-how to regional partners. This is fundamentally altering the 
balance of power in the Middle East. These shifts are also calling into 
question the language of digital sovereignty, a concept originally associated 
with protecting citizens' data that is increasingly being used to justify building 
domestic surveillance and military AI with no accountability. 
 
The greatest concern lies not just in the technology itself but in the identity 
and track record of the actors driving this transformation: states with 
extensive documented records of surveillance, repression, and extrajudicial 
targeting are acquiring world-class AI and military technology capabilities at 
extraordinary speed, in legal and regulatory environments providing no 
meaningful accountability for their use. 
 

C.​Implications of Gulf states’ investments in AI 
 
Taken together, the AI investments of the GCC states represent a structural 
shift in the regional and global technology landscape. As domestic AI 
capacities mature, the Gulf states are increasingly able to develop, 
customize, and export surveillance and military AI systems without 
depending on Western companies whose products are subject to unevenly 
enforced export controls and human rights conditionality. 
 
This shift also deepens the entanglement between Gulf sovereign wealth and 
global technology companies. Major investments by the Public Investment 
Fund of Saudi Arabia, Abu Dhabi's Mubadala, and other Gulf entities in 
OpenAI, Anthropic, Google, Microsoft, and dozens of AI start-ups create 
structural conflicts of interest that systematically compromise these 
companies' already limited capacity to enforce human rights commitments. 
Technology companies accepting Gulf investment cannot easily refuse military 
or surveillance applications requested by those same investors, making them 
vulnerable and responsible for violations of international human rights law.  
 
 

III.​ Egypt: total information dominance 
 
In Egypt, the militarization of tech takes on a new face: the pursuit of total 
information dominance. This is illustrated through the construction of a 
surveillance architecture designed to monitor specific individuals and to place 
the entire national communications infrastructure under state control. This 
architecture rests on deep packet inspection technology, nationwide telecom 
interception, biometric SIM registration linking every mobile user's identity to 
their communications, and surveillance platforms supplied by European and 
North American firms. 
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A.​2 Deep packet inspection and the Sandvine deployment  
 
Deep packet inspection (DPI) is a network monitoring technology that 
enables real-time analysis of internet traffic as it passes through network 
infrastructure. Unlike conventional firewalls examining packet headers, DPI 
systems examine the full content of data packets, enabling surveillance, 
filtering, traffic shaping, and content manipulation at a population-wide scale. 
Egypt deployed DPI technology supplied by Sandvine, a Canadian firm, in 
very large-scale operations.54 Egyptian authorities have blocked more than 
34,000 pages in a single shot using the technology sold by Sandvine.55 
Authorities also blocked over 600 websites, including media and human rights 
websites. Sandvine was also used to “surreptitiously inject malicious and 
dubious redirects for users.”56  
 
Recently, Sandvine went through a rebranding of its own, renaming itself 
“AppLogic” and issuing human rights commitments and revised policies.57 
However, public commitments by surveillance technology companies have 
consistently proven insufficient in the absence of binding legal obligations, 
independent auditing, and meaningful enforcement. Sandvine terminated its 
relationship with Egypt only after significant public pressure and US 
government action, not as a result of its own compliance processes.58 To 
date, the company has not provided59 a transparent accounting to confirm its 
complete exit from Egypt, nor has it offered clarity on how it plans to address 
potential abuses facilitated by its remaining equipment in the country or to 
remediate past and possibly ongoing human rights violations. 
 

B.​Telecom interception and accountability  
 

This surveillance infrastructure also relies on a nationwide telecom 
interception infrastructure enabling monitoring of voice calls and data 
communications across major Egyptian telecom networks.60 Biometric SIM 
registration requirements link every mobile phone user's identity to their 
communications, creating a permanent surveillance record.61 French company 

61 Privacy International. (2019, January 25). �6�W�D�W�H���R�I���3�U�L�Y�D�F�\���(�J�\�S�W����
https://privacyinternational.org/state-privacy/1001/state-privacy-egypt  

60 Masaar. (2025, October 5).���)�U�R�P���J�O�R�E�D�O���G�D�W�D���F�R�U�U�L�G�R�U���W�R���F�R�Q�W�U�R�O���J�D�W�H�Z�D�\�V�����$���U�H�D�G�L�Q�J���L�Q�W�R���(�J�\�S�W�¶�V���G�L�J�L�W�D�O��
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H������
https://masaar.net/en/from-global-data-corridor-to-control-gateways/  

59 Ibid.  

58 Access Now. (2024, February). �8�6���E�O�R�F�N�O�L�V�W�V���6�D�Q�G�Y�L�Q�H���I�R�U���G�L�J�L�W�D�O���U�H�S�U�H�V�V�L�R�Q���L�Q���(�J�\�S�W [Press release]. 
https://www.accessnow.org/press-release/us-blocklists-sandvine-for-digital-repression-in-egypt/  

57 Access Now. (2024). �)�U�R�P���6�D�Q�G�Y�L�Q�H���W�R���$�S�S�/�R�J�L�F���1�H�W�Z�R�U�N�V�����$���U�H�E�U�D�Q�G���G�R�H�V�Q�
�W���P�H�D�Q���U�H�I�R�U�P��[Press release]. 
https://www.accessnow.org/press-release/from-sandvine-to-applogic-networks-a-rebrand-doesnt-mean-reform/  

56 Marczak, B., Dalek, J., McKune, S., & Deibert, R. (2018, March). �%�D�G���W�U�D�I�I�L�F�����6�D�Q�G�Y�L�Q�H�
�V���3�D�F�N�H�W�/�R�J�L�F���G�H�Y�L�F�H�V��
�X�V�H�G���W�R���G�H�S�O�R�\���J�R�Y�H�U�Q�P�H�Q�W���V�S�\�Z�D�U�H���L�Q���7�X�U�N�H�\���D�Q�G���U�H�G�L�U�H�F�W���(�J�\�S�W�L�D�Q���X�V�H�U�V���W�R���D�I�I�L�O�L�D�W�H���D�G�V�� The Citizen Lab. 
https://citizenlab.ca/research/bad-traffic-sandvines-packetlogic-devices-deploy-government-spyware-turkey-syria/  

55 Tahrir Institute for Middle East Policy (TIMEP). (2019, October 23). �7�,�0�(�3���E�U�L�H�I�����(�[�S�R�U�W���R�I���V�X�U�Y�H�L�O�O�D�Q�F�H���W�R���0�(�1�$��
�F�R�X�Q�W�U�L�H�V�� https://timep.org/2019/10/23/timep-brief-export-of-surveillance-to-mena-countries/   

54 Access Now. (2024). �8�6���E�O�R�F�N�O�L�V�W�V���6�D�Q�G�Y�L�Q�H���I�R�U���G�L�J�L�W�D�O���U�H�S�U�H�V�V�L�R�Q���L�Q���(�J�\�S�W [Press release]. 
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Nexa Technologies (formerly Amesys) sold surveillance technology to the 
Egyptian regime for use in repressive operations.62 Legal proceedings were 
filed in France against executives of these companies for complicity in acts of 
torture and enforced disappearances.63 Four executives were indicted for 
complicity in torture over the sale of surveillance technology to governments 
in Libya and Egypt. This case represents one of the most significant attempts 
to hold surveillance technology vendors criminally accountable for enabling 
state repression. Investigations established direct links between technology 
supplied by these French firms and the detention, torture, and disappearance 
of Egyptian political opponents and human rights defenders. 
 
Egypt consistently ranks among the worst countries globally for internet 
freedom, press freedom, and the rights of digital activists.64 The surveillance 
infrastructure described above has been deployed systematically against 
political opponents, journalists, LGBTQ+ individuals, and ordinary citizens. 
Egypt illustrates how civilian surveillance infrastructure, DPI systems, 
telecom interception, biometric databases, becomes indistinguishable from a 
repression architecture. The technology was civilian in origin and commercial 
in supply, but its systematic integration into security operations transformed 
it into an instrument of state violence.  
 
IV.​ Syria: the dangerous fiction of dual-use  
 
Syria illustrates an extreme version of the militarization of tech, where 
civilian surveillance infrastructure becomes directly embedded in systems of 
torture, targeting, and warfare. Before and during the civil war, Western 
companies provided the Assad regime with monitoring technologies that were 
systematically weaponized against the Syrian population, demonstrating why 
the concept of "dual use" functions as a dangerous fiction when technology is 
transferred to authoritarian regimes. 
 
In the years preceding and during the Arab Spring, European and American 
companies equipped the Syrian regime with comprehensive surveillance 
capabilities. Privacy International's "Open Season" report detailed how firms 
including Italy's RCS SpA, Italy’s Area SpA, South Africa's VASTech, the 
Dubai-incorporated arm of German firm Advanced German Technology (AGT) 
and others served as important contributors to Syria's repressive surveillance 
state between 2007 and 2012.65 
 

65 Privacy International. (2016, December). �2�S�H�Q���V�H�D�V�R�Q�����%�X�L�O�G�L�Q�J���6�\�U�L�D�
�V���V�X�U�Y�H�L�O�O�D�Q�F�H���V�W�D�W�H. 
https://privacyinternational.org/sites/default/files/2017-12/OpenSeason_0.pdf  

64 Freedom House. (2025). �)�U�H�H�G�R�P���R�Q���W�K�H���1�H�W���������������(�J�\�S�W�� 
https://freedomhouse.org/country/egypt/freedom-net/2025  

63 Amnesty International. (2021, June). �(�[�H�F�X�W�L�Y�H�V���R�I���V�X�U�Y�H�L�O�O�D�Q�F�H���F�R�P�S�D�Q�L�H�V���$�P�H�V�\�V���D�Q�G���1�H�[�D���7�H�F�K�Q�R�O�R�J�L�H�V���L�Q�G�L�F�W�H�G��
�I�R�U���F�R�P�S�O�L�F�L�W�\���L�Q���W�R�U�W�X�U�H [Press release]. 
https://www.amnesty.org/en/latest/press-release/2021/06/executives-of-surveillance-companies-amesys-and-nexa-tec
hnologies-indicted-for-complicity-in-torture/  

62 Business & Human Rights Resource Centre. (2024).���1�H�[�D���7�H�F�K�Q�R�O�R�J�L�H�V�����&�R�P�S�D�Q�\���S�U�R�I�L�O�H���D�Q�G���O�H�J�D�O���S�U�R�F�H�H�G�L�Q�J�V����
https://www.business-humanrights.org/en/companies/nexa-technologies/  
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Area S.p.A. worked with Syrian Telecommunication Establishment (Syrian 
Telecom) in an estimated deal of $18 million66, to deploy a sophisticated 
email and internet surveillance system that could track communications and 
Internet use in real time, map citizens’ electronic contact networks, and 
intercept, scan, and catalog virtually every email flowing through Syria.67 The 
system used NetApp storage/archiving gear, Qosmos network probes, and 
equipment from Utimaco Safeware.6869  
 
In July 2012, the International Federation for Human Rights (FIDH) and the 
French League for Human Rights (LDH) filed a criminal complaint alleging 
that Qosmos had contributed to the Assad regime's surveillance capabilities. 
On 11 April 2014, French judicial authorities opened a judicial investigation 
into Qosmos for alleged complicity in acts of torture in Syria. The case was 
later dismissed.70 
 
RCS SpA partnered with Dubai-incorporated arm of Advanced German 
Technology (AGT) to propose using US equipment in a Syrian surveillance 
project and sought to provide Assad with equipment to intercept 
communications on the Aramsat satellite internet provider’s networks. 
Privacy International reports that US sanctions/export-control rules at the 
time restricted export or re-export of certain US-origin 
communications-interception equipment to Syria. AGT later said the project 
was never completed.71 
 
Utimaco72 sold a Lawful Interception Management System to Siemens Syria in 
2008 for €1.179 million, according to Privacy International, with capabilities 
covering real-time interception of calls, texts, faxes, emails, VoIP and instant 
messaging.73 The European Center for Constitutional and Human Rights 
(ECCHR) filed a criminal complaint in Germany over Utimaco’s alleged role in 
Syrian surveillance used to identify, arrest and interrogate critics.74 The 

74 The European Center for Constitutional and Human Rights. �6�X�U�Y�H�L�O�O�D�Q�F�H���L�Q���6�\�U�L�D�����(�X�U�R�S�H�D�Q���I�L�U�P�V���P�D�\���E�H���D�L�G�L�Q�J��
�D�Q�G���D�E�H�W�W�L�Q�J���F�U�L�P�H�V���D�J�D�L�Q�V�W���K�X�P�D�Q�L�W�\�� 

73 Ibid.  

72 Deutsche Welle. (2016). �+�R�Z���*�H�U�P�D�Q���V�X�U�Y�H�L�O�O�D�Q�F�H���I�L�U�P�V���K�H�O�S�H�G���W�K�H���$�V�V�D�G���U�H�J�L�P�H���L�Q���6�\�U�L�D����
https://www.dw.com/en/how-german-surveillance-firms-helped-assad-regime-in-syria/a-36753530  

71 Privacy International. (2016, December).���2�S�H�Q���V�H�D�V�R�Q�����%�X�L�O�G�L�Q�J���6�\�U�L�D�
�V���V�X�U�Y�H�L�O�O�D�Q�F�H���V�W�D�W�H����
https://privacyinternational.org/sites/default/files/2017-12/OpenSeason_0.pdf   

70 Fédération internationale pour les droits humains (FIDH). (2014, April 11). �)�U�D�Q�F�H�����2�S�H�Q�L�Q�J���R�I���D���M�X�G�L�F�L�D�O��
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https://www.bloomberg.com/news/articles/2011-11-03/syria-crackdown-gets-italy-firm-s-aid-with-u-s-europe-spy-gear
https://www.bloomberg.com/news/articles/2011-11-03/syria-crackdown-gets-italy-firm-s-aid-with-u-s-europe-spy-gear
https://timep.org/2019/10/23/timep-brief-export-of-surveillance-to-mena-countries/
https://www.crn.com/news/security/231902418/italian-var-supports-syrian-crackdown-with-us-european-it-vendors-report
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German Federal Prosecutor did not open a dedicated criminal investigation 
against Utimaco, but information was incorporated into Germany’s broader 
investigation into crimes committed in Syria.  
 
Blue Coat Systems’ web-filtering devices were found operating in Syria and 
used for censorship and filtering. Citizen Lab reported that US authorities 
investigated Blue Coat, and Blue Coat-linked products reached Syria via third 
parties, with a UAE-based entity later added to the US Entity List for 
exporting Blue Coat filtering products to Syria.75  
 
VASTech (South Africa) was another important contributor to Syria’s 
repressive surveillance state between 2007–2012, supplying surveillance 
technology that helped build the Assad regime’s communications-interception 
capabilities. 76 
 
The pattern across all these cases was consistent: regimes using these tools 
to hunt down and disappear their own citizens,  with devastating 
consequences. Activists reported being arrested after private online 
communications, then shown printed transcripts of intercepted messages 
during interrogations. These "dual-use" systems were integrated into 
intelligence operations, used for real-time tracking of citizens, and directly 
linked to detention, torture, and disappearances.77 Syria demonstrates why 
"dual use" is a dangerous fiction: in the hands of authoritarian regimes, any 
surveillance tool becomes a weapon. The regulatory frameworks that 
permitted these sales, including the Wassenaar Arrangement, EU export 
controls, and individual state licensing regimes, proved wholly inadequate to 
prevent technology from being instrumentalized for systematic repression.78 
 
 
V.​ Sudan: the militarization of tech in conflict  
 
Sudan illustrates how the militarization of technology intensifies and mutates 
during active armed conflict, even when state capacity is fragmented, and 
demonstrates that the use of militarized technology is not confined to state 
actors. It also shows how Gulf states, increasingly producers and exporters of 
militarized technology, are projecting that capacity outward, using technology 
transfer as a tool of regional influence and proxy warfare. Since the start of 
the war between the Sudanese Armed Forces (SAF) and the Rapid Support 
Forces (RSF) in April 2023, both parties have deployed technology as a 

78 Ibid.  
77 Ibid. 

76  Privacy International. (2016, December). �2�S�H�Q���V�H�D�V�R�Q�����%�X�L�O�G�L�Q�J���6�\�U�L�D�
�V���V�X�U�Y�H�L�O�O�D�Q�F�H���V�W�D�W�H�� 
https://privacyinternational.org/sites/default/files/2017-12/OpenSeason_0.pdf   

75 Marquis-Boire, M., Dalek, J., & McKune, S. (2013, January 15). �3�O�D�Q�H�W���%�O�X�H���&�R�D�W�����0�D�S�S�L�Q�J���J�O�R�E�D�O���F�H�Q�V�R�U�V�K�L�S���D�Q�G��
�V�X�U�Y�H�L�O�O�D�Q�F�H���W�R�R�O�V. The Citizen Lab. 
https://citizenlab.ca/research/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/  

https://www.ecchr.eu/en/case/surveillance-in-syria-european-firms-may-be-aiding-and-abetting-crimes-against-huma
nity/?utm_source=chatgpt.com  
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weapon against civilians. External actors, most notably the UAE, have used 
technology transfer as an instrument of proxy warfare. 
 
 

A.​Internet shutdowns as weapons of war 
 
Since the start of the war, both the SAF and the RSF have weaponized 
internet shutdowns to block information flows in areas controlled by the 
opposing side.79 In early February 2024, a near-total communication blackout 
descended on Sudan, posing severe risks to humanitarian coordination and 
emergency services for millions of people. Telecommunications infrastructure 
has been targeted physically as well as administratively, with both parties 
attacking mobile towers and internet exchange points in contested areas. 
 
Civilian communications infrastructure, built and operated for commercial and 
social purposes, is being deliberately repurposed as a weapon of war, used 
not to defeat armed combatants but to control, isolate, and harm civilian 
populations.  
 
Internet shutdowns in conflict zones constitute a form of collective 
punishment against civilian populations. They cut off access to emergency 
services, prevent documentation of atrocities, block humanitarian 
coordination, and sever families from each other. The deliberate use of 
shutdowns to conceal atrocities from international scrutiny represents a 
calculated exploitation of modern accountability mechanisms' dependence on 
digital documentation. 
 
 

B.​Drone warfare  
 

The RSF's drone capabilities have been fundamentally shaped by UAE 
technology transfers. The UAE has supplied the RSF with advanced 
Chinese-made drones capable of firing precision weapons.80 RSF drone 
attacks have featured these modified Emirati-style drones, giving this 
paramilitary force capabilities far beyond what a non-state actor would 
otherwise possess.81 
Amnesty International's documentation of Chinese GB50A guided bombs in 
Sudan, the first documented deployment of this munition in any conflict, 

81 BBC News. (2024).���6�X�G�D�Q���5�6�)���G�U�R�Q�H�V�����0�R�G�L�I�L�H�G���(�P�L�U�D�W�L���V�W�\�O�H���G�U�R�Q�H�V���J�L�Y�L�Q�J���5�6�)���Q�H�Z���F�D�S�D�E�L�O�L�W�L�H�V����
https://www.bbc.com/news/articles/c2vvjz652j1o  

80 Middle East Eye. (2024). �8�$�(���L�Q�F�U�H�D�V�L�Q�J���V�X�S�S�R�U�W���I�R�U���6�X�G�D�Q�
�V���5�6�)���Z�L�W�K���Q�H�Z���&�K�L�Q�H�V�H���G�U�R�Q�H�V�� 
https://www.middleeasteye.net/news/uae-increasing-support-sudans-rsf-new-chinese-drones-report   

79 Amnesty International. (2024, March). �6�X�G�D�Q�����,�Q�W�H�U�Q�H�W���V�K�X�W�G�R�Z�Q���W�K�U�H�D�W�H�Q�V���G�H�O�L�Y�H�U�\���R�I���K�X�P�D�Q�L�W�D�U�L�D�Q���D�Q�G��
�H�P�H�U�J�H�Q�F�\���V�H�U�Y�L�F�H�V����
https://www.amnesty.org/en/latest/news/2024/03/sudan-internet-shutdown-threatens-delivery-of-humanitarian-and-e
mergency-services/  
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almost certainly re-exported by the UAE, establishes that these activities 
constitute violations of the UN arms embargo on Sudan.82 
 
Sudan demonstrates a final dimension of the militarization of technology in 
the SWANA region: that external actors can militarize non-state forces and 
export surveillance and strike capability into civil wars, extending the reach of 
militarized technology far beyond traditional state-to-state relationships. The 
UAE's conduct in Sudan represents one of the most consequential cases of 
militarized technology transfer in the region, and one that has received 
insufficient international legal and political response. 
 
 
Legal Frameworks Analysis 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
I.​ Introduction 

 
For this research, we reviewed national laws and considered the applicability 
of international human rights law (IHRL), international humanitarian law 
(IHL), and export controls. Although our legal analysis included a significant 
number of national laws and policies spanning from counter-terrorism 
legislation to personal data protection laws, our focus will be limited to the 
most relevant legislation. This section highlights how certain legal provisions, 
often common among laws from different SWANA countries, both enable 
militarization of tech and fail to protect civilians from it, ultimately 
contributing to authoritarian practices. From de facto establishing mass 

82 Amnesty International. (2025, May 8). �6�X�G�D�Q�����$�G�Y�D�Q�F�H�G���&�K�L�Q�H�V�H���Z�H�D�S�R�Q�U�\���S�U�R�Y�L�G�H�G���E�\���8�$�(���L�G�H�Q�W�L�I�L�H�G���L�Q���E�U�H�D�F�K��
�R�I���D�U�P�V���H�P�E�D�U�J�R����op. cit. 
https://www.amnesty.org/en/latest/news/2025/05/sudan-advanced-chinese-weaponry-provided-by-uae-identified-in-br
each-of-arms-embargo-new-investigation/  
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surveillance by introducing monitoring obligations for social media platforms83 
to prohibiting people from travelling,84 such laws allow for severe violations of 
a wide range of human rights. At the same time, IHRL and IHL violations 
abound, and export controls fail to stop companies from outside the region 
from selling dangerous militarized tech to authoritarian governments. 
 
Militarized technology has enabled systematic violations of fundamental 
rights protected under IHRL. Much of this has been extensively documented, 
as militarized technology has digitized entrenched methods of repression in 
the region and contributed to mass casualties.85AI targeting in particular 
constitutes a severe violation of the right to life and the prohibition against 
arbitrary deprivation of life, as protected by Article 6 of the International 
Covenant on Civil and Political Rights (ICCPR). Autonomous weapons lack the 
ability to differentiate between legitimate and illegitimate targets under IHL 
and can result in the arbitrary deprivation of  the right to life for civilians who 
are erroneously targeted.86 As noted above, these deaths of innocent civilians 
are well-known and considered acceptable by the users of autonomous 
weapons. IHL is most applicable here. However, it is also important to note 
that Article 6 ICCPR stipulates that the death penalty may be imposed only 
when it is provided for in the law, when it is in accordance with other ICCPR 
provisions, and when it is “pursuant to a final judgement rendered by a 
competent court.”87 These cumulative requirements are not met when 
civilians are indiscriminately killed with the use of autonomous weapons.  
 
Surveillance and AI targeting also violate the right to a fair trial under Article 
14 ICCPR.88 States rely on surveillance to gather data that is later used in 
military courts, essentially hindering the defendant’s right to a fair trial. More 
importantly, AI targeting de facto deprives people of their right to a fair trial, 
since killing them equals finding them guilty without a trial.  
 
Militarized surveillance exacted upon civilian populations enables gross 
violations of the prohibition of torture under Article 7 of the ICCPR,89 as well 
as the principle of non-discrimination.90 Authoritarian regimes take advantage 
of surveillance tools to spy on their citizens and collect data on them to 
identify potential targets that may ultimately be tortured. Such surveillance 
constitutes a violation of the right to privacy enshrined in Article 17 of the 
ICCPR. In order to comply with the ICCPR, surveillance must be authorized 

90 See CCPR General Comment No. 18: Non-discrimination. 

89 See CCPR General Comment No. 20: Article 7 (Prohibition of Torture, or Other Cruel, Inhuman or Degrading 
Treatment or Punishment). 

88 See CCPR General Comment No. 32 Article 14: Right to equality before courts and tribunals and to a fair trial. 
87 Article 6 para 2 ICCPR. 
86Ibid. 

85 See, e.g., Stauffer, B. (2025, May 28). �$���+�D�]�D�U�G���W�R���+�X�P�D�Q���5�L�J�K�W�V���$�X�W�R�Q�R�P�R�X�V���: �H�D�S�R�Q�V���6�\�V�W�H�P�V���D�Q�G���' �L�J�L�W�D�O��
�' �H�F�L�V�L�R�Q���0�D�N�L�Q�J. Human Rights Watch. 
https://www.hrw.org/report/2025/04/28/a-hazard-to-human-rights/autonomous-weapons-systems-and-digital-decision
-making  

84 Article 9 of Egypt’s Law No. 175 of 2018 (Information Technology Crimes Law and the Cybersecurity Law) 
83 Article 7 of Libya’s Law No. 5 of 2022 Regarding Combating Cybercrimes 
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by laws that explain the specific circumstances in which surveillance will take 
place, and those laws themselves must comply with the rest of the ICCPR.91  
 
Finally, all forms of militarized tech have a deeply chilling impact on the right 
to freedom of expression under Article 19.92 Aware of the fact that they are 
constantly surveilled, both in the public sphere through camera systems and 
in their private life, for example through communication interceptions, 
journalists, activists, but also citizens at large, may resort to self-censorship 
and abstinence from platforms that allow them to exercise their right to 
freely express themselves. The exceptions stipulated in Article 19 paragraph 
3 ICCPR, under which a restriction to freedom of expression may be valid, 
are often abused by authoritarian governments in the region to crack down 
on dissidents.  
 
In a similar manner, militarized tech contravenes International Humanitarian 
Law (IHL), as stipulated in the four Geneva Conventions,93 and as recognized 
in customary law.94 These frameworks, for example the principle of distinction 
between civilians and combatants, and the prohibitions on the use of 
weapons that cause superfluous injury and unnecessary suffering and the use 
of indiscriminate weapons,95 also apply to militarized technology. IHL’s 
fundamental principle – minimizing human suffering in warfare – is grossly 
violated by the use of AI systems that fail to distinguish between lawful and 
unlawful targets and produce massive casualties.96 The expanded use of 
militarized technology such as decision-support systems (DSS), also 
increases the number of potential targets, often resulting in destruction or 
casualties that exceed what is necessary and lawful to achieve military 
objectives. This widespread use of militarized technology  also causes risks 
for non-combatants by potentially expanding civilian infrastructure liable to 
be targeted. For example, Iran justified its recent attacks on data centers in 

96 Shereshevsky, Y. (2026, May 13). �7�K�H���(�I�I�H�F�W���R�I���0�L�O�L�W�D�U�\���$�,���R�Q���&�R�Q�W�H�P�S�R�U�D�U�\���%�D�W�W�O�H�I�L�H�O�G�V. Carnegie Endowment for 
International Peace����
https://carnegieendowment.org/research/2026/05/the-effect-of-military-ai-on-contemporary-battlefields#footnote-ref-
1  

95 Article 35 of Protocol Additional (I) to the Geneva Conventions of 12 August 1949, and relating to the Protection 
of Victims of International Armed Conflicts, 1125 UNTS 3, 8 June 1977 (entered into force 7 December 1978). 

94 Shereshevsky, Y. (2022, November). �,�Q�W�H�U�Q�D�W�L�R�Q�D�O���K�X�P�D�Q�L�W�D�U�L�D�Q���O�D�Z���P�D�N�L�Q�J���D�Q�G���Q�H�Z���P�L�O�L�W�D�U�\���W�H�F�K�Q�R�O�R�J�L�H�V. 
International Review of the Red Cross. IRRC No. 920-921. 
https://international-review.icrc.org/articles/international-humanitarian-law-making-and-new-military-technologies-9
20#footnoteref33_3zi006m  

93 International Committee of the Red Cross, Geneva Convention for the Amelioration of the Condition of the 
Wounded and Sick in Armed Forces in the Field of 12 August 1949; Geneva Convention for the Amelioration of the 
Condition of Wounded, Sick and Shipwrecked Members of Armed Forces at Sea of 12 August 1949; Geneva 
Convention Relative to the Treatment of Prisoners of War of 12 August 1949; Geneva Convention Relative to the 
Protection of Civilian Persons in Time of War of 12 August 1949. 

92 See CCPR General comment No. 34 on Article 19: Freedoms of opinion and expression. 

91 United Nations Human Rights Committee. (1988). General comment No. 16: Article 17, The right to respect of 
privacy, family, home and correspondence, and protection of honour and reputation (UN Doc. HRI/GEN/1/Rev.9). 
https://www.refworld.org/legal/general/hrc/1988/27539 
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the Gulf by pointing to the military uses of digital infrastructure commonly 
used for commercial purposes.97 
 
Although there are still no comprehensive treaties or other binding regulation 
of militarized tech at the international level, in recent years, international 
experts such as the Group of Governmental Experts on Emerging 
Technologies in the Area of Lethal Autonomous Weapons System,98 have 
suggested several initiatives,99 indicating a pressing need to address the 
impact of militarized tech on humanitarian law. Unfortunately, these efforts 
may be undermined by states that invest heavily in the development of 
militarized technology.100 The more states increase their financial and political 
interest in deploying technology for military purposes, the less likely they are 
to reach an agreement on its restriction.  
 
The deployment of militarized technology has been facilitated by weak and 
unevenly applied export controls regulations. Both the Wassenaar 
Arrangement on Export Control for Conventional Arms and Dual-Use Goods 
and Technologies,101 the primary mechanism governing the export of 
surveillance and military technology at an international level,  and the EU’s 
export control Regulation 2021/821102 have not been implemented in a way 
that would prevent governments in the SWANA region from obtaining 
dual-use systems that have been widely associated with IHL and IHRL 
violations. The Arrangement relies on consensus among its 42 participating 
states, excluding big players like China and Israel, and lacks binding 
enforcement. Although the EU regulation was revised in 2021 to incorporate 
a human rights dimension into licensing agreements, it has not proven 
capable of actually putting a stop to the acquisition of such technologies by 
SWANA governments.103 At the same time, individual state licensing regimes 

103 A list of Belgian companies that have provided Israel with technology products, such as drones, can be found here: 
https://stop-arming-israel-belgium.com/en/our-targets/  

102 Exporting dual-use items, European Commission, Trade and Economic Security, 
https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en;  Regulation (EU) 
2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a Union regime for the control of 
exports, brokering, technical assistance, transit and transfer of dual-use items (recast), 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2021:206:FULL&from=EN  

101 More information about the Arrangement can be found here: https://www.wassenaar.org/  

100 See e.g., states’ positions on the adoption of new legally binding rules on autonomous weapons systems: 
https://automatedresearch.org/state-positions/?_state_position_negotiation=undecided&_state_position_region=middl
e-east   

99 Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weapons Which May Be Deemed 
to Be Excessively Injurious or to Have Indiscriminate Effects, Group of Governmental Experts on Emerging 
Technologies in the Area of Lethal Autonomous Weapons System, CCW/GGE.1/2024/CRP.1; Revised Fourth Draft 
Instrument on an International Regulatory Framework on the Regulation, Monitoring of And Oversight over the 
Activities of Private Military and Security Companies, OEIGWG on PMSCs: Chair-Rapporteur Mxolisi Sizo Nkosi 
(South Africa), 5 March 2025 

98 Organized by the 2024 Meeting of the High Contracting Parties to the Convention on Certain Conventional 
Weapons (CCW) for a duration of 10 days, from 3-7 March 2025 and from 1-5 September 2025" (CCW/MSP/2024/7, 
paragraph 27 (c)). More information about the Group can be found here: 
https://meetings.unoda.org/ccw/convention-on-certain-conventional-weapons-group-of-governmental-experts-on-leth
al-autonomous-weapons-systems-2025   

97 Kayyali, D. (2026, May 14). �' �X�D�O���X�V�H���D�Q�G���G�X�D�O���G�D�P�D�J�H�����Z�K�D�W���W�K�H���W�D�U�J�H�W�L�Q�J���R�I���G�D�W�D���F�H�Q�W�H�U�V���P�H�D�Q�V���I�R�U���F�L�Y�L�O�L�D�Q�V. 
SMEX. https://smex.org/dual-use-and-dual-damage-what-the-targeting-of-data-centers-means-for-civilians/  

28 

https://stop-arming-israel-belgium.com/en/our-targets/
https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2021:206:FULL&from=EN
https://www.wassenaar.org/
https://automatedresearch.org/state-positions/?_state_position_negotiation=undecided&_state_position_region=middle-east
https://automatedresearch.org/state-positions/?_state_position_negotiation=undecided&_state_position_region=middle-east
https://meetings.unoda.org/ccw/convention-on-certain-conventional-weapons-group-of-governmental-experts-on-lethal-autonomous-weapons-systems-2025
https://meetings.unoda.org/ccw/convention-on-certain-conventional-weapons-group-of-governmental-experts-on-lethal-autonomous-weapons-systems-2025
https://smex.org/dual-use-and-dual-damage-what-the-targeting-of-data-centers-means-for-civilians/


 

and voluntary export controls are insufficient to stop SWANA states from 
acquiring such technologies. Although some individuals have been 
successfully prosecuted in the US for providing computer network 
exploitation services to a foreign government without the required license,104 
the meaningful implementation of export control regulations goes largely 
unchecked.  
 
Our extensive review of national laws related to cybersecurity, 
counter-terrorism and the protection of personal data revealed loopholes and 
vague provisions that have consistently been exploited by authoritarian 
governments. Many SWANA states have adopted insufficient Personal Data 
Protection Laws (PDPLs) that imitate the EU's General Data Protection 
Regulation (GDPR) but do not provide an equivalent level of protection.105 
Although they mimic the GDPR, the implementation differs significantly. 
These laws are largely full of exceptions and legal gaps, including the use of 
undefined terms, for example “security” and “the Kingdom’s reputation,”106 
and only two among them—Jordan’s PDPL and UAE’s Data Protection Law 
applicable within the Dubai International Financial Centre—introduce  data 
commissioners.107 Additionally, some PDPLs exclude certain categories of 
personal data, for example government data and personal health data,108 or 
stipulate that the provisions of the law do not apply in, among others, the 
case of “protection of national security or public interest”,  “protection of the 
economic and financial interests of the state” or even “detection or 
prevention of a crime on the basis of a formal written request by the 
investigation entities.”109 Regarding lawful basis for data processing, contrary 
to the GDPR example, PDPLs in the SWANA region either prioritize consent 
over other legal bases110 or recognize it as the only legal basis.111 PDPLs 
ultimately fail to protect citizens, whereas counter-terrorism and 
cybersecurity laws are exploited to inflict harm. At the same time, a 
significant surge in national strategies and policies for AI, especially in the 
Gulf Cooperation Council (GCC) states, shows a clear intention of these 
governments to attract investors and position themselves as leaders in the AI 

111 Article 10 of Law of Sultanate of Oman on Protection of Personal Data. 

110 Constantine, N. (2022, March 25). �8�$�(�¶�V���' �D�W�D���3�U�R�W�H�F�W�L�R�Q���/�D�Z�����%�H�W�Z�H�H�Q���(�[�F�H�S�W�L�R�Q�V���D�Q�G���(�[�H�P�S�W�L�R�Q�V�� SMEX. 
https://smex.org/uaes-data-protection-law-between-exceptions-and-exemptions/  

109 Article 3 of Law of Sultanate of Oman on Protection of Personal Data. 

108 Constantine, N. (2022, March 25). �8�$�(�¶�V���' �D�W�D���3�U�R�W�H�F�W�L�R�Q���/�D�Z�����%�H�W�Z�H�H�Q���(�[�F�H�S�W�L�R�Q�V���D�Q�G���(�[�H�P�S�W�L�R�Q�V�� SMEX. 
https://smex.org/uaes-data-protection-law-between-exceptions-and-exemptions/   

107 Article 16 of Jordan’s Personal Data Protection Law No. (24) of 2023; Article 43 of UAE’s DIFC Data Protection 
Regulation 10 (2023). 

106 Rahme, M. (2022, February 10). �' �D�W�D���3�U�R�W�H�F�W�L�R�Q���L�Q���6�D�X�G�L���$�U�D�E�L�D�����&�R�P�S�D�U�D�W�L�Y�H���$�Q�D�O�\�V�L�V�� SMEX. 
https://smex.org/data-protection-in-saudi-arabia-comparative-analysis/  

105 Algeria’s law N° 18-07 dated on 10 June 2018  related to the protection of individuals with regard to the 
processing of personal data, as amended and supplemented by law No. 25-11; Egypt’s Personal Data Protection Law 
and Executive Regulations to the PDPL by virtue of Minister of Telecommunications Decree No. 816 of 2025; 
Jordan’s Personal Data Protection Law No. (24) of 2023; Kuwait’s Data Protection Regulation; UAE’s Data 
Protection Law-DIFC Law no.5 of 2020, applicable within the Dubai International Financial Centre; 

104 Lyngaas, S. (2021, September 15). DOJ charges 3 former US intelligence operatives with helping build the UAE 
hacking program. �&�1�1. https://edition.cnn.com/2021/09/14/politics/intel-operatives-charged-uae  
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race, often by lowering legal requirements and reducing human rights 
safeguards.  
 
As explained in a previous section, the threefold function of SWANA as a site 
of production, consumption market,  and testing ground for militarized 
technology serves as a catalyst for the rapid development of the sector. 
However, the absence of robust legislative frameworks and meaningful 
oversight mechanisms tailored to address the specific impact of militarized 
technology, coupled with weak protections scattered across multiple national 
laws, provides a fertile ground for authoritarian practices and gross human 
rights violations. Some of these laws actively enable the use of militarized 
technology, while others indirectly encourage it.  
 
II.​ Common characteristics 
 
What is particularly striking when reviewing laws from the SWANA region is 
the extent to which they tend to share similar characteristics. Regardless of 
the state of provenance or the topic they aim to regulate, many of these laws 
present certain commonalities.  
 
Regarding counter-terrorism and cybersecurity laws, one rather significant 
example is the deployment of intentionally subjective terms, such as “public 
morals,”112 “safety and security of society,”113 “national unity,”114 “integrity of 
the state,”115 “social values and principles,”116 “social peace,”117 etc. These 
purposely undefined notions leave room for authoritarian governments to 
arbitrarily interpret them with the intention to restrict human rights and 
fundamental freedoms, for example the right to privacy, freedom of 
expression and freedom of assembly.  
 
Similarly, such laws introduce disproportionately heavy penalties. Sentences 
may include long-term imprisonment, high fines, or both,118 even for minor 

118 Article 10 of Kuwait’s Law No. 63 of 2015 on combating cyber crimes; Articles 20 and 25 of UAE’s Federal 
Decree-Law No. 34 of 2021 On Countering Rumors and Cybercrimes; Article 144 bis 2 of Algeria’s Penal Code; 

117 Article 17 of Jordan’s Cybercrime Law of 2023; Article 7 of Libya’s Law No. 5 of 2022 Regarding Combating 
Cybercrimes; Article 24 of UAE’s Federal Decree-Law No. 34 of 2021 On Countering Rumors and Cybercrimes. 

116 Article 8 of Qatar’s Law No. (14) of 2014 Promulgating the Cybercrime Prevention Law + Law No 11 of 2025 
amending Cybercrime Prevention Law. 

115 Articles 27 and 29 of Syria’s Law No. 20 of 2022 on Regulating Communication on the Web and Countering 
Cybercrime (Counter-Cybercrime Law). 

114 Article 27 of Syria’s Law No. 20 of 2022 on Regulating Communication on the Web and Countering Cybercrime 
(Counter-Cybercrime Law); Article 24 of UAE’s Federal Decree-Law No. 34 of 2021 On Countering Rumors and 
Cybercrimes; Article 1 of Bahrain’s Law No. 58 of 2006 on Protecting Society from Terrorist Acts; Articles 1,2 and 3 
of Iraq’s Counter-Terrorism Act (No. 13 (2005)); Articles 150 and 151 of Jordan’s Penal Code No. 16 of 1960; 
Article 1 of Saudi Arabia’s Law on Combating the Financing of Terrorism; Article 14 of UAE’s Federal Law No. (7) 
of 2014 On Combating Terrorism Offences. 

113 Article 34 of Egypt’s Law No. 175 of 2018 (Information Technology Crimes Law and the Cybersecurity Law); 
Article 2 of Jordan’s Anti-Terrorism Law No.55 of 2006. 

112 Article 26 of Egypt’s Law No. 175 of 2018 (Information Technology Crimes Law and the Cybersecurity Law); 
Article 4 of Kuwait’s Law No. 63 of 2015 on combating cyber crimes; Articles 2, 4 and 8 of Libya’s Law No. 5 of 
2022 Regarding Combating Cybercrimes; Articles 24 and 34 of UAE’s Federal Decree-Law No. 34 of 2021 On 
Countering Rumors and Cybercrimes. 
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offenses, while some laws do not specify the actual duration of 
imprisonment119 or leave it open-ended.120 In certain cases, notably in the 
GCC states, some offenses may even be punished with the death penalty.121 
Several laws explicitly state that the application of a penalty stipulated in 
their text does not preclude the imposition of any harsher penalty stipulated 
in any other law,122 with a specific reference to Islamic Sharia Law,123 while 
others introduce further measures (confiscation of devices, tools etc, 
suspending, disabling or blocking operations, deletion of information or data 
at the expense of the perpetrator, closing down the place that was used to 
commit any of the crimes).124 Travelling bans125 and seizure of funds126 and 
property are also included as both precautionary measures and means of 
punishment related to the commission of an illegal act. Additionally, some 
laws stipulate the same penalty for both the actual perpetrator of a crime and 
any accomplices,127 regardless of the extent of their participation in the 
commission of the act. 
 
Another common feature of the laws analyzed for this research is the 
obligation of service providers to hand over users’ data to the authorities in 
the course of an investigation and with the purpose of "unveiling the truth.”128 
Without proper oversight mechanisms, such demands can lead to flagrant 
violations of the right to privacy and the protection of personal data. Besides, 
“unveiling the truth”129 constitutes yet another broad term, easily 
manipulated by authorities to gain access to a vast amount of personal 
information, sometimes even including sensitive data, such as biometrics or 
health records. In parallel, some laws authorize public prosecutors to issue 

129 Article 18 of Qatar’s Law No. (14) of 2014 Promulgating the Cybercrime Prevention Law + Law No 11 of 2025 
amending Cybercrime Prevention Law; Article 9 of Tunisia’s Decree-Law no. 2022-54 on Combating Crimes Related 
to Information and Communication Systems 

128 Article 21 of Qatar’s Law No. (14) of 2014 Promulgating the Cybercrime Prevention Law + Law No 11 of 2025 
amending Cybercrime Prevention Law; Article 28 of Tunisia’s Decree-Law no. 2022-54 on Combating Crimes 
Related to Information and Communication Systems; Articles 72 and 76 of Lebanon’s Electronic Transactions and 
Personal Data Law of 2018 (E-Transactions Law) 

127 Article 4 of Iraq’s Counter-Terrorism Act [No. 13 (2005)] 

126 Article 4 of Jordan’s Anti-Terrorism Law No.55 of 2006; Article 9 of Saudi Arabia’s Law on Combating the 
Financing of Terrorism; Article 55 of UAE’s Federal Law No. (7) of 2014 On Combating Terrorism Offences 

125 Article 9 of Egypt’s Law No. 175 of 2018 (Information Technology Crimes Law and the Cybersecurity Law); 
Article 31 of Bahrein’s Law No. 58 of 2006 on Protecting Society from Terrorist Acts; Article 4 of Jordan’s 
Anti-Terrorism Law No.55 of 2006; Article 10 of Saudi Arabia’s Law on Combating the Financing of Terrorism; 
Article 1 of Syria’s Decree No. 63 of 2012 (replaced by Law No. 10 of 2018: Housing, Land, and Property); Articles 
41 and 54 of UAE’s Federal Law No. (7) of 2014 On Combating Terrorism Offences 

124 Article 30 of Jordan’s Cybercrime Law of 2023; Article 50 of Libya’s Law No. 5 of 2022 Regarding Combating 
Cybercrimes 

123 Article 52 of Saudi Arabia’s Law on Combating the Financing of Terrorism 
122 Article 72 of UAE’s Federal Decree-Law No. 34 of 2021 On Countering Rumors and Cybercrimes 

121 Article 14 of UAE’s Federal Law No. (7) of 2014 On Combating Terrorism Offences; Article 4 of Iraq’s 
Counter-Terrorism Act (No. 13 (2005)); Article 77 of Algeria’s Penal Code; Article 6 of Bahrein’s Law No. 58 of 
2006 on Protecting Society from Terrorist Acts; Articles 136 and 148 of Jordan’s Penal Code No. 16 of 1960 

120 Articles 12 and 13 of Syria’s Law No. 15, on March 28, 2022, amending the General Penal Code. 

119 Article 34 and 42 of Libya’s Law No. 5 of 2022 Regarding Combating Cybercrimes; Articles 26, 33, 34 and 43 of 
UAE’s Federal Decree-Law No. 34 of 2021 On Countering Rumors and Cybercrimes. 

Article 195 of Jordan’s Penal Code No. 16 of 1960; Article 34 of Tunisia’s Basic Law 2015-26 of 7 August 2015 
dealing with combating terrorism and preventing money-laundering as amended by Basic Law 2019-09 of 23 January 
2019; Article 14 of UAE’s Federal Law No. (7) of 2014 On Combating Terrorism Offences. 
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orders to monitor and access private communications and any other 
document stored in electronic systems if deemed relevant to any crimes.130  
 
 

III.​ Different patterns of militarization of tech in the SWANA 
region 
 

a.​ Israel 
 

For the purpose of this research, our focus was centered on IHL and IHRL 
violations by Israel, given its position as an occupier, as well as the status of 
Palestine as “Occupied Palestinian Territory,”131 and our focus on technologies 
used by Israel in the West Bank and Gaza. We should note that this research 
did not focus on national laws in Israel, nor laws from the Gazan or West 
Bank governments, nor any human rights concerns presented by these legal 
frameworks.132 
 
Israel deploys the facial recognition system Red Wolf at military checkpoints 
in Hebron, and operates the Mabat 2000 network in East Jerusalem, 
essentially rendering these territories a constantly surveilled area. This mass 
surveillance of Palestinians contravenes Israel’s ICCPR obligations133 and 
constitutes a blatant violation of Palestinians’ right to privacy, equality, and 
non-discrimination. Moreover, it produces a chilling effect on freedom of 
expression and peaceful assembly, deterring Palestinians from participating in 
protests or political life. 

 
The wide use of Decision Support Systems (DSS) such as Lavender, by Israel 
contributes to potential violations of IHL and IHRL, especially deprivation of 
life.134 Israeli intelligence officers confirmed that Lavender has been 
extensively used to bomb Palestinians, and also admitted that there is a 10% 
margin of error.135 Israel also deploys controversial suicide drones such as the 

135Abraham, Y.  (2024, April 3). �µ�/�D�Y�H�Q�G�H�U�¶�����7�K�H���$�,���P�D�F�K�L�Q�H���G�L�U�H�F�W�L�Q�J���,�V�U�D�H�O�¶�V���E�R�P�E�L�Q�J���V�S�U�H�H���L�Q���*�D�]�D.��+972 
Magazine. https://www.972mag.com/lavender-ai-israeli-army-gaza/  

134 See General comment no. 36, Article 6 (Right to Life) 
133 Israel signed the ICCPR on 19 December 1966 and ratified it on 3 October 1991. 

132 �6�H�H�����H���J������Adalah- The Legal Center for Arab Minority Rights in Israel, �)�U�H�H�G�R�P���R�I���H�[�S�U�H�V�V�L�R�Q�������D�G�D�O�D�K. (n.d.). 
https://www.adalah.org/en/content/index/2018 for legal cases about the violation of Palestinian’s freedom of 
expression in Israel; al Taweel, Firas and Buthaina Saffarini (2022)  �3�U�L�Y�D�F�\���D�Q�G���S�H�U�V�R�Q�D�O���G�D�W�D���S�U�R�W�H�F�W�L�R�Q���L�Q��
�3�D�O�H�V�W�L�Q�H�����' �R�X�E�O�H���Y�L�R�O�D�W�L�R�Q�V���D�Q�G���D�E�V�H�Q�W���O�H�J�L�V�O�D�W�L�R�Q����7amleh, 
https://ifex.org/wp-content/uploads/2022/06/palestine-privacy-personal-data-file-7amleh.pdf for analysis of 
Palestinian laws related to privacy and personal data.  

131 In literature, the term is found in both singular and plural form. Our choice was based on the fact that both the 
International Court of Justice and the United Nations Office for the Coordination of Humanitarian Affairs use the 
term “Territory”.  

130 Articles 6,9 and 10 of Tunisia’s Decree-Law no. 2022-54 on Combating Crimes Related to Information and 
Communication Systems; Article 29 of Bahrein’s Law No. 58 of 2006 on Protecting Society from Terrorist Acts; 
Article 54 of Tunisia’s Basic Law 2015-26 of 7 August 2015 dealing with combating terrorism and preventing 
money-laundering as amended by Basic Law 2019-09 of 23 January 2019 
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Harop136 and Lethal Autonomous Weapon Systems (LAWS)137 such as the 
Harpy and SkyStriker drones.138 capable of attacking any target based on 
sensor data and various types of inputted criteria. Although Harop comes 
with a “human-in-the-loop” feature, this feature can be turned off. 
Furthermore, the use of fully autonomous systems like the Harpy and 
SkyStriker (also called “loitering munitions”) appears to be increasing.139 The 
United Nations Secretary General (UNSG) António Guterres has been calling 
for the prohibition of LAWS under international law since 2018.140 In 2023, he 
joined forces with the President of the International Committee of the Red 
Cross (ICRC), Mirjana Spoljaric, urging world leaders to establish new 
international rules on autonomous weapon systems, to protect humanity.141 
In the same year, the United Nations General Assembly (UNGA) adopted 
Resolution 78/241, sounding the alarm about the risks of autonomous 
weapons systems and inviting the international community to take action.142 
Although negotiations for a binding treaty to prohibit and restrict autonomous 
weapons have not been concluded, the Group of Governmental Experts of the 
High Contracting Parties related to emerging technologies in the area of 
LAWS was organized to further the discussion.143 All these developments on 
the UN level indicate that the international community is becoming 
increasingly aware of the horrific effects that LAWS can produce.  

 
 

b.​ GCC states 
 

143 Meeting of the High Contracting Parties to the Convention on Prohibitions or Restrictions on the Use of Certain 
Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effects, 
CCW/MSP/2025/8, 27 November 2025, 
https://docs-library.unoda.org/Convention_on_Certain_Conventional_Weapons_-Meeting_of_High_Contracting_Part
ies_(2025)/CCW-MSP-2025-8_English.pdf  

142 UNGA, A/RES/78/241, Lethal autonomous weapons systems, 28 December 2023, 
https://docs.un.org/en/a/res/78/241  

141 Joint call by the United Nations Secretary-General and the President of the International Committee of the Red 
Cross for States to establish new prohibitions and restrictions on Autonomous Weapon Systems, ICRC, 5 October 
2023, 
https://www.icrc.org/en/document/joint-call-un-and-icrc-establish-prohibitions-and-restrictions-autonomous-weapons
-systems  

140 Lethal Autonomous Weapon Systems, United Nations Office for Disarmament Affairs, 
https://disarmament.unoda.org/index.php/en/our-work/emerging-challenges/lethal-autonomous-weapon-systems  

139 Kouddous, A.S. (2025, April 24). Israel Is Using Suicide Drones to Target Displaced Palestinian Families 
Sheltering in Tents. Dropsite News. https://www.dropsitenews.com/p/israel-gaza-skystriker-suicide-drone-elbit  

138 For more on these systems, �V�H�H��Automated Decision Research. (n.d.), �,�V�U�D�H�O���$�H�U�R�V�S�D�F�H���,�Q�G�X�V�W�U�L�H�V���+�$�5�2�3��
�O�R�L�W�H�U�L�Q�J���P�X�Q�L�W�L�R�Q,  Weapons Systems of Concern Monitor, 
https://automatedresearch.org/weapon/israel-aerospace-industries-harop-loitering-munition/; Automated Decision 
Research. (n.d.), �,�V�U�D�H�O���$�H�U�R�V�S�D�F�H���,�Q�G�X�V�W�U�L�H�V���+�$�5�3�<���O�R�L�W�H�U�L�Q�J���P�X�Q�L�W�L�R�Q,  Weapons Systems of Concern Monitor, 
https://automatedresearch.org/weapon/israel-aerospace-systems-harpy-loitering-munition/; Autonomous Weapons 
Watch (2025, August 28), �(�O�E�L�W���6�N�\�V�W�U�L�N�H�U����Autonomous Weapons Watch. 
https://autonomousweaponswatch.org/weapon/elbit-skystriker 

137 Fatafta, M. Leufer, D. (2024, May 9). Artificial Genocidal Intelligence: how Israel is automating human rights 
abuses and war crimes. Access Now. 
https://www.accessnow.org/publication/artificial-genocidal-intelligence-israel-gaza/  

136 Middle East Eye. (2021, November 30). Morocco bought Israel's suicide drones in $22m arms deal: Report. 
Middle East Eye. https://www.middleeasteye.net/news/israel-morocco-arms-deal-signed-suicide-drone  
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The GCC states, mainly the United Arab Emirates (UAE) and Saudi Arabia, 
are both manufacturers and users of militarized technology, principally in the 
domain of surveillance technology. Both states are investing in the 
development of data infrastructure to support the collection and use of 
large-scale data.144  
 
Although the UAE’s Personal Data Protection Law contains provisions in line 
with the EU’s General Data Protection Regulation, other laws enable violations 
of the right to privacy and other human rights. More specifically, UAE’s 
cybercrime law145 introduces heavy penalties for anyone who “�F�U�H�D�W�H�V����
�P�D�Q�D�J�H�V���� �R�U�� �V�X�S�H�U�Y�L�V�H�V�� �D�� �Z�H�E�V�L�W�H�� �R�U�� �X�V�H�V�� �L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q�� �W�K�H���L�Q�I�R�U�P�D�W�L�R�Q��
�Q�H�W�Z�R�U�N�� �R�U�� �R�Q�� �W�K�H�� �,�7�(��́�who circulates content that “�Z�R�X�O�G�� �H�Q�G�D�Q�J�H�U�� �W�K�H��
�V�H�F�X�U�L�W�\���R�I���W�K�H���8�$�(���D�Q�G���L�W�V���K�L�J�K�H�U���L�Q�W�H�U�H�V�W�V�����R�U���Z�R�X�O�G���K�D�U�P���W�K�H���S�X�E�O�L�F���R�U�G�H�U�´ 
(Article 23), “�� �S�X�E�O�L�V�K�H�V�� �L�Q�I�R�U�P�D�W�L�R�Q���� �Q�H�Z�V���� �G�D�W�D���� �Y�L�V�X�D�O�� �L�P�D�J�H�V���� �Y�L�V�X�D�O�� �R�U��
�R�S�W�L�F�D�O���P�D�W�H�U�L�D�O�V���R�U���U�X�P�R�U�V���R�Q���D���Z�H�E�V�L�W�H�����D�Q�\���L�Q�I�R�U�P�D�W�L�R�Q���Q�H�W�Z�R�U�N���R�U���,�7�(���Z�L�W�K��
�W�K�H���L�Q�W�H�Q�W�L�R�Q���R�I���P�R�F�N�L�Q�J���R�U���G�D�P�D�J�L�Q�J���W�K�H���U�H�S�X�W�D�W�L�R�Q�����S�U�H�V�W�L�J�H�����R�U���G�L�J�Q�L�W�\���R�I��
�W�K�H���8�$�(�����D�Q�\���R�I���L�W�V���D�X�W�K�R�U�L�W�L�H�V�����L�Q�V�W�L�W�X�W�L�R�Q�V�����D�Q�\���R�I���L�W�V���I�R�X�Q�G�L�Q�J���O�H�D�G�H�U�V�����W�K�H��
�8�$�(�
�V���I�O�D�J�����F�X�U�U�H�Q�F�\�����S�H�D�F�H�����F�R�D�W���R�I���D�U�P�V�����R�U���Q�D�W�L�R�Q�D�O���D�Q�W�K�H�P�����R�U���D�Q�\���R�I���L�W�V��
�Q�D�W�L�R�Q�D�O���S�X�E�O�L�F���I�L�J�X�U�H�V�´ (Article 25) or “�X�V�H�V���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���Q�H�W�Z�R�U�N���R�U���D�Q�\��
�,�7�(�� �W�R�� �D�Q�Q�R�X�Q�F�H�����G�L�V�V�H�P�L�Q�D�W�H�����U�H�G�L�V�V�H�P�L�Q�D�W�H�����F�L�U�F�X�O�D�W�H�����R�U���U�H�F�L�U�F�X�O�D�W�H���I�D�O�V�H��
�Q�H�Z�V�� �R�U�� �G�D�W�D���� �R�U�� �I�D�O�V�H���� �W�H�Q�G�H�Q�W�L�R�X�V���� �P�L�V�O�H�D�G�L�Q�J�� �R�U�� �H�U�U�R�Q�H�R�X�V�� �U�X�P�R�U�V�� �R�U��
�U�H�S�R�U�W�V�����R�U���U�X�P�R�U�V���>�������@���R�U���E�U�R�D�G�F�D�V�W�V���D�Q�\���S�U�R�Y�R�F�D�W�L�Y�H���D�G�Y�H�U�W�L�V�H�P�H�Q�W�V���W�K�D�W��
�Z�R�X�O�G���L�Q�F�L�W�H���R�U���S�U�R�Y�R�N�H���W�K�H���S�X�E�O�L�F���R�S�L�Q�L�R�Q�����G�L�V�W�X�U�E���W�K�H���S�X�E�O�L�F���S�H�D�F�H�����V�S�U�H�D�G��
�W�H�U�U�R�U�� �D�P�R�Q�J�� �S�H�R�S�O�H���� �R�U�� �F�D�X�V�H�� �K�D�U�P�� �W�R�� �W�K�H�� �S�X�E�O�L�F�� �L�Q�W�H�U�H�V�W���� �W�K�H�� �Q�D�W�L�R�Q�D�O��
�H�F�R�Q�R�P�\���� �W�K�H�� �S�X�E�O�L�F�� �R�U�G�H�U���� �R�U�� �W�K�H�� �S�X�E�O�L�F�� �K�H�D�O�W�K�´�� (Article 52). What is 
common in these provisions is the use of vague terms to criminalize freedom 
of expression.  
In a similar manner, the UAE’s Federal Law No. (7) of 2014 On Combating 
Terrorism Offences146 introduces high penalties, including  capital 
punishment, for “�D�Q���D�F�W�L�R�Q���R�U���L�Q�D�F�W�L�R�Q���L�Q�W�H�Q�G�H�G���I�R�U���W�K�U�H�D�W�H�Q�L�Q�J���W�K�H���6�W�D�W�H�¶�V��
�V�W�D�E�L�O�L�W�\�����V�D�I�H�W�\�����X�Q�L�W�\�����V�R�Y�H�U�H�L�J�Q�W�\���R�U���V�H�F�X�U�L�W�\” (Article 14) or for “���E�\���D�Q�\��
�P�H�D�Q�V���R�I���F�R�P�P�X�Q�L�F�D�W�L�R�Q�����K�L�V���R�S�S�R�V�L�W�L�R�Q���W�R���W�K�H���6�W�D�W�H�����R�U���W�R���W�K�H���U�X�O�L�Q�J���V�\�V�W�H�P��
�W�K�H�U�H�L�Q���R�U���K�L�V���Q�R�Q���D�O�O�H�J�L�D�Q�F�H���W�R���L�W�V���O�H�D�G�H�U�V�K�L�S” (Article 15). Other provisions, 
also containing undefined terms, are being exploited by the government to 
crack down on state dissidents, falsely accusing them of being terrorists and 
imposing measures such as obtaining their personal data (Article 54) and 
freezing their funds (Article 55).  

 
c.​ Egypt 

 
Egypt’s pursuit of total information dominance is largely facilitated by the 
state’s legal framework, with some laws being used to directly target 
dissidents and others failing to provide meaningful human rights protection. 

146 UAE’s Federal Law No. (7) of 2014 Issued on 20/08/2014 Corresponding to 24 Shawwal 1435 H On Combating 
Terrorism Offences 

145 UAE’s Federal Decree-Law No. (34) of 2021 On Countering Rumors and Cybercrimes 
144 Saudi Arabia’s Vision 2030, https://www.vision2030.gov.sa/en  
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For instance, Law No. 175 of 2018 (Information Technology Crimes Law and 
the Cybersecurity Law)147 introduces an obligation for service providers to 
retain data for 180 days (Article 2), as well as the possibility for “the 
competent investigating authority to issue an order to block the site or 
broadcasting sites if there is evidence that a website—whether operating 
within or outside the country—is publishing content including phrases, 
numbers, images, films, promotional materials, or the like that constitute an 
offense under this Law and pose a threat to national security or endanger the 
country's safety or national economy”. Similarly, article 6 of Egypt’s Personal 
Data Protection Law148 stipulates that electronic processing of personal data 
shall be considered legitimate if “[i]�W�� �L�V�� �Q�H�F�H�V�V�D�U�\�� �I�R�U�� �S�H�U�I�R�U�P�L�Q�J�� �D�� �O�H�J�D�O��
�R�E�O�L�J�D�W�L�R�Q���R�U���D�Q���R�U�G�H�U���L�V�V�X�H�G���E�\���W�K�H���F�R�P�S�H�W�H�Q�W���L�Q�Y�H�V�W�L�J�D�W�L�R�Q���D�X�W�K�R�U�L�W�L�H�V���R�U���L�W��
�L�V���E�D�V�H�G���X�S�R�Q���D���M�X�G�L�F�L�D�O���U�X�O�L�Q�J.” Such provisions, combined with vague terms 
and harsh penalties, pave the way for severe state oppression towards 
journalists, activists, and citizens at large.  

 
 

d.​ Syria 
 

The situation in Syria is distinctive given the recent overthrow of Bashar al 
Assad. In March 2024, Assad issued Law No. 12 related to the protection of 
personal data.149150 Although the law introduces several safeguards for data 
subjects, including a section on data subjects’ rights, the Assad regime’s 
practices show a blatant disregard for the protection of personal data. Under 
Assad, the Syrian government intercepted and analyzed communications, 
with the help of foreign companies providing monitoring tools. It remains to 
be seen whether this new legislation, which entered into force in January 
2025, shortly after Assad was overthrown, will be respected by the new 
government. On the other hand, counter-terrorism151 and cybersecurity152 
laws were massively exploited by the Assad regime to crack down on state 
dissidents. Their provisions, in line with the broader culture of intentionally 
subjective terms and disproportionately harsh punishments, served as a 
fertile ground for more human rights violations, ranging from the right to 
freedom of expression to prohibition of torture. 

152 Syria’s Law No. 20 of 2022 on Regulating Communication on the Web and Countering Cybercrime 
(Counter-Cybercrime Law) 

151 Syria’s Law No. 19 of 2012 Counter-terrorism Law; Decree No. 63 of 2012 (replaced by Law No. 10 of 2018: 
Housing, Land, and Property); Law No. 15, on March 28, 2022, amending the General Penal Code 

150 Farra, N. (2026, May 4). Syria needs a trustworthy digital ecosystem to support its revival. The Atlantic Council. 
https://www.atlanticcouncil.org/blogs/menasource/syria-needs-a-trustworthy-digital-ecosystem-to-support-its-revival/  

149 Syrian Ministry of Communications and Technology. (2024). 2024 لعام 12 رقم الشخصية البيانات حماية قانون  [Law No. 12 
of 2024 on the protection of personal data]. 
https://moct.gov.sy/laws/%D9%82%D8%A7%D9%86%D9%88%D9%86-%D8%AD%D9%85%D8%A7%D9%8A
%D8%A9-%D8%A7%D9%84%D8%A8%D9%8A%D8%A7%D9%86%D8%A7%D8%AA-%D8%A7%D9%84%D
8%B4%D8%AE%D8%B5%D9%8A%D8%A9-%D8%B1%D9%82%D9%85-12-%D9%84%D8%B9%D8%A7%D9
%85-2024 

148 Egypt’s Personal Data Protection Law (No. 151 of 2020) 

147 Egypt’s Law No. 175 of 2018, widely known as the Information Technology Crimes Law and the Cybersecurity 
Law 
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The human rights abuses committed by the Assad regime also constitute a 
violation of IHRL and IHL. Members of the Assad government have been 
successfully prosecuted for war crimes and crimes against humanity, such as 
murder, torture and enforced disappearence153 before, mainly, European 
Courts.154 
Although Syria has not introduced a meaningful PDPL, it is bound by the 
ICCPR155 to protect the right to privacy, as well as any other human right 
protected under its scope. Similarly, Syria has ratified all four of the Geneva 
Conventions,156 together with Protocol I.157 
It is also worth mentioning that the acquisition of this technology was to a 
substantive extent permitted by regulatory frameworks outside the country, 
such as the Wassenaar Arrangement on Export Control for Conventional Arms 
and Dual-Use Goods and Technologies,158 currently the only international 
framework on export control. The Agreement is consensus-based, lacking 
binding enforcement and not including major actors like China and Israel.  
Similarly, EU’s Dual Use Regulation about export controls,159 which was 
revised in 2021 to incorporate a human rights dimension into licensing 
agreements, as well as  individual state licensing regimes have seriously 
failed to prevent the sale of dual-use systems associated with IHRL violations 
in Syria.160  

 
e.​ Sudan 

 
Opposite parties in the armed conflict in Sudan have repeatedly used internet 
shutdowns to impede access to vital information, violating Sudan’s 
obligations under Article 19 of the ICCPR. Sudan is also a member of the 
International Telecommunications Union (ITU), bound by the Union’s 
Constitution and Convention.161 Although there is no specific provision about 

161 Sudan ratified the ITU Constitution and Convention on 13 February 1997.  

160 Although the EU had imposed sanctions on Syria since 2013, Belgium arguably continued exporting isopropanol, 
a sarin precursor used in killings, to Syria between 2014 and 2016, more information can be found here: 
https://syrianarchive.org/en/investigations/belgium-illegally-shipped-168-tonnes-of-sarin-precursor-to-syria/ and 
here: https://www.politico.eu/article/belgian-exporters-found-guilty-of-sending-chemicals-to-syria/  

159 Exporting dual-use items, European Commission, Trade and Economic Security, 
https://policy.trade.ec.europa.eu/help-exporters-and-importers/exporting-dual-use-items_en;  Regulation (EU) 
2021/821 of the European Parliament and of the Council of 20 May 2021 setting up a Union regime for the control of 
exports, brokering, technical assistance, transit and transfer of dual-use items (recast), 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2021:206:FULL&from=EN   

158 More information about the Agreement can be found here: https://www.wassenaar.org/  
157 In 1983.  
156 In 1953. 
155 The Syrian Arab Republic ratified the ICCPR on 21 Apr 1969.  

154 Jarry, E. (2018, November 5). �)�U�D�Q�F�H���L�V�V�X�H�V���D�U�U�H�V�W���Z�D�U�U�D�Q�W�V���I�R�U���V�H�Q�L�R�U���6�\�U�L�D�Q���R�I�I�L�F�L�D�O�V. Reuteurs. 
https://www.reuters.com/article/us-syria-crisis-france/france-issues-arrest-warrants-for-senior-syrian-officials-idUSK
CN1NA11L ; Otto, C. Qiblawi, T. Halasz, S. (2021, February 24). �,�Q���Z�R�U�O�G���I�L�U�V�W�����*�H�U�P�D�Q�\���F�R�Q�Y�L�F�W�V���6�\�U�L�D�Q��
�U�H�J�L�P�H���R�I�I�L�F�H�U���R�I���F�U�L�P�H�V���D�J�D�L�Q�V�W���K�X�P�D�Q�L�W�\. CNN. 
https://edition.cnn.com/2021/02/24/middleeast/syria-germany-officer-convicted-intl/index.html ;  

153  Loveluck, L. (2015, November 5). �$�P�Q�H�V�W�\���D�F�F�X�V�H�V���W�K�H���6�\�U�L�D�Q���U�H�J�L�P�H���R�I���
�G�L�V�D�S�S�H�D�U�L�Q�J�
���W�H�Q�V���R�I���W�K�R�X�V�D�Q�G�V. The 
Daily 
Telegraph.https://www.telegraph.co.uk/news/worldnews/middleeast/syria/11976494/Amnesty-accuses-Syrian-regime
-of-disappearing-tens-of-thousands.html  
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the prohibition of internet shutdowns, Article 38 of the ITU Constitution 
stipulates that member states should take all necessary measures to 
establish, operate and protect telecommunications channels and installations. 
During the war in Sudan, telecommunication infrastructure has been targeted 
by both parties. Coupled with internet shutdowns, the targeting and 
destruction of any means of communication constitutes a violation of both 
the ITU Constitution and Convention and IHRL, leaving citizens and 
humanitarian organizations alike with no way of communicating and 
accessing lifesaving information.  
At the same time, according to Amnesty International, the UAE has been 
supplying the RSF with Chinese-made drones with the capacity to fire 
precision weapons, materially supporting a non-state actor in breach of the 
UN arms embargo.162 Materially supporting the RSF with weapons that are 
being used in gross human rights violations and violations of IHL163 directly 
enables the commission of such violations. 
 
Key corporate actors in the militarization of tech   
 
The corporate landscape fueling militarization of tech in the region spans a 
spectrum from companies that build technologies for civilian use that have 
progressively been drawn into military and intelligence operations, to 
companies whose entire existence is premised on providing militarized 
capabilities. Between these two poles, sits a third category: firms supplying 
dual-use technologies that function as civilian infrastructure in one context 
and as instruments of repression or warfare in another. Understanding these 
distinctions matters, both analytically and legally: the nature of a company's 
involvement shapes the type of accountability that is possible, the legal 
frameworks that apply, and the degree to which harm was foreseeable at the 
point of sale or contract. 
 

1)​Major US Tech companies: civilian platforms with military 
entanglements  

 
The first and most visible category comprises large US technology companies 
whose core products were designed for civilian and commercial use but have 
been progressively integrated into military and intelligence operations, as 
demonstrated by their relationships with the Israeli military. Their 
involvement exists on a gradient, and precision about where each company 
sits on that gradient matters for any accountability framework. 
 

163 Amnesty International. (2025, May 30). �6�R�X�W�K���6�X�G�D�Q�����5�H�Q�H�Z�D�O���R�I���8�1���D�U�P�V���H�P�E�D�U�J�R���D���Z�H�O�F�R�P�H���P�R�Y�H���W�R���S�U�R�W�H�F�W��
�F�L�Y�L�O�L�D�Q�V. 
https://www.amnesty.org/en/latest/news/2025/05/south-sudan-renewal-of-un-arms-embargo-a-welcome-move-to-prot
ect-civilians/  

162 UN Security Council resolution 1556, not unanimously adopted in July 2004, imposed an open-ended arms 
embargo on non-governmental entities in the Darfur region of Sudan. In 2023, the embargo was changed to a limited 
time, currently in force until September 2026. However, on 29 May 2026, the embargo was renewed for another year, 
following the adoption of UN Security Council Resolution 2821. https://press.un.org/en/2026/sc16374.doc.htm  
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Most unambigously, Google’s involvement in the militarization of technology 
in the SWANA region is not incidental, nor the result of data being harvested 
without its knowledge. Instead, it is contractual and deliberate. As noted 
above, as a party to Project Nimbus, Google knowingly provides cloud 
infrastructure and AI services to Israeli government and military clients.164 In 
fact, following October 7, 2023, Google expedited access to its Vertex AI and 
Gemini platforms for the Israeli Defense Ministry, with internal documents 
revealing that employees expressed concern primarily about losing contracts 
to Amazon rather than about human rights compliance.165 
 
The position of Amazon Web Services (AWS) is harder to assess with full 
confidence on the basis of current public documentation. What is documented 
is significant: AWS provides Israel's Military Intelligence Directorate with 
server infrastructure that military sources described as enabling "endless 
storage" for intelligence on the entire population of Gaza, storing billions of 
audio files that potentially feed the Lavender AI targeting system.166 AWS is 
also part of  Project Nimbus, which has been a military contract since the 
start.167 An October 2025 investigation by The Intercept, based on internal 
financial data and emails between Amazon personnel and Israeli corporate 
and governmental clients, revealed that AWS provided cloud computing 
services and advanced AI tools to two of Israel's leading weapons 
manufacturers, Rafael Advanced Defense Systems and Israel Aerospace 
Industries, consistently throughout 2024 and 2025.168 The internal 
documents leave little room for ambiguity about the nature of these 
relationships: AWS's culpability is substantial and documented across 
multiple independent investigations. 
 
Microsoft’s Azure cloud platform was used by Unit 8200, Israel's elite 
signals intelligence agency, to store and analyze millions of intercepted 
Palestinian phone calls daily from 2022 onward.169 When this arrangement170 
was made public, Microsoft disabled services to one specific unit while 
broader Azure services to the Israeli military continued.171 That response was 
reactive, partial, and triggered by external exposure rather than internal 
diligence.  

171 Ibid. 

170 Abraham, Y. (2025, September 25). �0�L�F�U�R�V�R�I�W���U�H�Y�R�N�H�V���F�O�R�X�G���V�H�U�Y�L�F�H�V���I�U�R�P���,�V�U�D�H�O�
�V���8�Q�L�W������������ +972 Magazine. 
https://www.972mag.com/microsoft-cloud-israel-8200-expose/  

169 Abraham, Y., Ziv, O., & Davies, H. (2025, August 6). Microsoft storing Israeli intelligence trove used to attack 
Palestinians. +972 Magazine / Local Call / The Guardian. 
https://www.972mag.com/microsoft-8200-intelligence-surveillance-cloud-azure/  

168 Ibid.  

167 Biddle, S. (2025, October 24).���$�V���,�V�U�D�H�O���E�R�P�E�H�G���*�D�]�D�����$�P�D�]�R�Q���G�L�G���E�X�V�L�Q�H�V�V���Z�L�W�K���L�W�V���E�R�P�E���P�D�N�H�U�V�� The Intercept. 
https://theintercept.com/2025/10/24/amazon-weapons-gaza-israel-rafael-iai/  

166Abraham, Y., & colleagues. (2024, August 4).���
�2�U�G�H�U���I�U�R�P���$�P�D�]�R�Q�
�����7�H�F�K���J�L�D�Q�W�V���V�W�R�U�L�Q�J���P�D�V�V���G�D�W�D���I�R�U���,�V�U�D�H�O�
�V���Z�D�U����
+972 Magazine / Local Call. https://www.972mag.com/cloud-israeli-army-gaza-amazon-google-microsoft/  

165Zakrzewski, C., & colleagues. (2025, January 21). �*�R�R�J�O�H���S�U�R�Y�L�G�H�G���$�,���W�R�R�O�V���W�R���,�V�U�D�H�O�
�V���P�L�O�L�W�D�U�\���D�I�W�H�U���2�F�W�R�E�H�U������
�D�W�W�D�F�N�� The Washington Post. 
https://www.washingtonpost.com/technology/2025/01/21/google-ai-israel-war-hamas-attack-gaza/ 

164Abraham, Y., Ziv, O., & Davies, H. (2025, October 29).���,�Q�V�L�G�H���,�V�U�D�H�O�
�V���G�H�D�O���Z�L�W�K���*�R�R�J�O�H���D�Q�G���$�P�D�]�R�Q�� +972 
Magazine / Local Call / The Guardian. https://www.972mag.com/project-nimbus-contract-google-amazon-israel/  
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The public documentation of Microsoft's role prompted significant internal and 
corporate consequences. In May 2026, following an internal investigation led 
by US law firm Covington and Burling, Microsoft ousted Alon Haimovich, the 
four-year general manager of its Israeli subsidiary, along with several senior 
governance managers. The investigation had concluded that Unit 8200 had 
violated Microsoft's terms of service. Microsoft Israel was placed under 
interim management by Microsoft France.172 The removal was the most 
concrete act of internal accountability at any major technology company in 
response to the genocide in Gaza, and yet it came only after external 
journalistic exposure, a formal external inquiry and mounting legal liability 
concerns related to EU data protection law.173 
 
Meta occupies a structurally different and more complex position. Facebook 
and WhatsApp were not contracted to military clients, and Meta did not 
knowingly provide infrastructure to military intelligence agencies in the way 
Google and Microsoft did.  
The harm flows instead through the architecture of Meta's platforms 
themselves: the data they generate, WhatsApp metadata including contacts, 
group memberships, location tags, and communication patterns; Facebook 
activity including group memberships, likes, and posts, has been 
systematically harvested for military targeting purposes. This data allegedly 
fed the inputs of the Lavender AI targeting system, which used social graph 
analysis and behavioral patterns as proxies for military affiliation.174 
Even with end-to-end encryption protecting message content, network-level 
monitoring allows states to extract relational and behavioral data sufficient to 
generate targeting designations, without Meta's knowledge or cooperation. In 
March 2024, WhatsApp's own security team issued an internal warning 
acknowledging that government agencies were "bypassing encryption" to 
determine which users communicate with each other, the membership of 
private groups, and potentially their locations. Four WhatsApp employees told 
The Intercept that they feared Israel was exploiting this vulnerability as part 
of its program to monitor Palestinians in Gaza.175 
Meta's position in the militarization ecosystem is structural rather than 
contractual: its platforms generate the surveillance data that targeting 
systems consume, as a foreseeable consequence of their design rather than 
as the result of deliberate military contracting.  
This does not absolve Meta of responsibility. A company that builds its entire 
business model on the mass collection and analysis of behavioral data, and 

175 Biddle, S. (2024, May 22).���7�K�L�V���X�Q�G�L�V�F�O�R�V�H�G���: �K�D�W�V�$�S�S���Y�X�O�Q�H�U�D�E�L�O�L�W�\���O�H�W�V���J�R�Y�H�U�Q�P�H�Q�W�V���V�H�H���Z�K�R���\�R�X���P�H�V�V�D�J�H�� The 
Intercept. https://theintercept.com/2024/05/22/whatsapp-security-vulnerability-meta-israel-palestine/  

174 Abraham, Y. (2024, April 3). �/�D�Y�H�Q�G�H�U�����7�K�H���$�,���P�D�F�K�L�Q�H���G�L�U�H�F�W�L�Q�J���,�V�U�D�H�O�
�V���E�R�P�E�L�Q�J���V�S�U�H�H���L�Q���*�D�]�D�� +972 Magazine 
/ Local Call. https://www.972mag.com/lavender-ai-israeli-army-gaza/  

173 Ibid.  

172 TechTimes. (2026, May 14). �0�L�F�U�R�V�R�I�W���U�H�P�R�Y�H�V���,�V�U�D�H�O���J�H�Q�H�U�D�O���P�D�Q�D�J�H�U���D�I�W�H�U���$�]�X�U�H���V�W�R�U�H�G�����������P�L�O�O�L�R�Q���K�R�X�U�V���R�I��
�3�D�O�H�V�W�L�Q�L�D�Q���V�X�U�Y�H�L�O�O�D�Q�F�H���U�H�F�R�U�G�L�Q�J�V����
https://www.techtimes.com/articles/316642/20260514/microsoft-removes-israel-general-manager-after-azure-stored-
200-million-hours-palestinian.htm ; Times of Israel. (2026, May 13). �0�L�F�U�R�V�R�I�W���,�V�U�D�H�O���K�H�D�G���R�X�V�W�H�G���U�H�S�R�U�W�H�G�O�\���R�Y�H�U��
�,�' �)�
�V���F�R�Q�W�U�R�Y�H�U�V�L�D�O���X�V�H���R�I���F�O�R�X�G���W�H�F�K�� 
https://www.timesofisrael.com/microsoft-israel-head-ousted-reportedly-over-idfs-controversial-use-of-cloud-tech/  
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that operates in conflict zones where that data is foreseeably weaponized, 
bears a responsibility that existing frameworks are ill-equipped to name but 
that this report treats as real. The question for Meta is not whether it made a 
deliberate choice to enable targeting, but whether it has taken adequate 
steps to understand and mitigate the foreseeable weaponization of its data 
architecture in conflict environments. The answer, on current evidence, is no. 
 
Under the UN Guiding Principles on Business and Human Rights, for example, 
all four companies bear a responsibility to respect these rights and to conduct 
meaningful due diligence to prevent and remedy adverse human rights 
impacts, a responsibility that has been systematically unmet. 176 
 

 
2)​Purpose built militarized tech companies  

 
This category comprises companies whose core business model is the 
provision of militarized capabilities to states. These are not civilian companies 
entangled in military operations; they are military and intelligence technology 
companies that happen to operate in commercial markets. The distinction 
matters both for legal accountability and for how we understand the 
corporate architecture of the militarization of technology. 
 
Palantir Technologies is the most prominent example in the context of this 
report. Its Gotham and AI platforms are marketed as data analytics tools, but 
their operational purpose is military and intelligence data fusion, predictive 
targeting, and battlefield decision support. In May 2024, Palantir won a 480 
million dollar contract from the US Army for the Maven Smart System, a 
five-year deal extending through 2029, making it the primary commercial AI 
targeting infrastructure of the US military.177 The Maven system, integrated 
with Anthropic's Claude AI model, proposed and prioritized hundreds of strike 
targets in the opening hours of the US campaign against Iran in 2026.178 
Palantir's involvement in Israeli military operations is also well-documented. 
In January 2024, the company announced a strategic partnership with the 
Israeli Defense Ministry to provide advanced technology directly supporting 
operations in Gaza. CEO Alex Karp publicly stated he was "exceedingly proud" 
of Palantir's "operationally crucial" work in Israel after October 7, 2023.179 Al 
Jazeera's reporting documented that Palantir combined intercepted 
communications, satellite data, and social media data to compile targeting kill 
lists for the Israeli military, work the company does not deny.180  

180 Al Jazeera. (2026, March 17). �%�O�R�R�G���W�H�F�K�����7�K�H���8�. ���D�P�E�D�V�V�D�G�R�U�����W�K�H���V�H�[���R�I�I�H�Q�G�H�U�����3�D�O�D�Q�W�L�U�����D�Q�G���*�D�]�D����
https://www.aljazeera.com/news/2026/3/17/blood-tech-the-uk-ambassador-the-sex-offender-palantir-and-gaza  

179 Medact. (2026, March). �%�U�L�H�I�L�Q�J�����&�R�Q�F�H�U�Q�V���U�H�J�D�U�G�L�Q�J���3�D�O�D�Q�W�L�U���7�H�F�K�Q�R�O�R�J�L�H�V���D�Q�G���1�+�6���G�D�W�D���V�\�V�W�H�P�V�� 
https://www.medact.org/2026/resources/briefings/briefing-palantir-fdp/  

178 Wall Street Journal. (2026, March). �$�Q�W�K�U�R�S�L�F�
�V���&�O�D�X�G�H���$�,���Z�D�V���X�V�H�G���E�\���8�6���P�L�O�L�W�D�U�\���W�R���W�D�U�J�H�W���,�U�D�Q���V�W�U�L�N�H�V��

177 Reuters. (2024, May 30). �3�D�O�D�Q�W�L�U���Z�L�Q�V�������������P�L�O�O�L�R�Q���8�6���$�U�P�\���G�H�D�O���I�R�U���
�0�D�Y�H�Q�
���S�U�R�W�R�W�\�S�H����
https://www.reuters.com/technology/palantir-wins-480-million-us-army-deal-maven-prototype-2024-05-29/  

176 UN Human Rights Council. (2011). �*�X�L�G�L�Q�J���S�U�L�Q�F�L�S�O�H�V���R�Q���E�X�V�L�Q�H�V�V���D�Q�G���K�X�P�D�Q���U�L�J�K�W�V�����,�P�S�O�H�P�H�Q�W�L�Q�J���W�K�H���8�Q�L�W�H�G��
�1�D�W�L�R�Q�V���
�3�U�R�W�H�F�W�����5�H�V�S�H�F�W���D�Q�G���5�H�P�H�G�\�
���I�U�D�P�H�Z�R�U�N (A/HRC/17/31). 
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf  
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NSO Group occupies the equivalent position in the commercial spyware 
segment. NSO’s Pegasus spyware is a military-grade mobile exploitation tool, 
categorized as a weapons export by the Israeli state and sold exclusively with 
Ministry of Defense approval, meaning every sale requires a 
government-to-government licensing decision.181 NSO says it exports to 45 
governments worldwide.182 The Pegasus Project investigation by Amnesty 
International and Forbidden Stories, published in July 2021, documented the 
use of Pegasus to potentially target more than 50,000 people globally, 
including journalists, human rights defenders, lawyers, politicians, and 
opposition figures. Across the SWANA region, Bahrain, Morocco, Saudi 
Arabia, and the UAE have all been documented as NSO clients whose use of 
Pegasus extended far beyond the counterterrorism purposes the company's 
licensing terms nominally require.183 
 
Other Israeli firms occupy the same category. Candiru develops tools for 
targeted device compromise and was sanctioned by the US Department of 
Commerce in November 2021 for supplying spyware to governments that 
used it to target journalists, activists, and embassy workers.184 
Paragon Solutions, whose Graphite spyware Citizen Lab documented in 
June 2025 targeting journalists and civil society figures across multiple 
countries, markets itself as a more ethically constrained alternative to NSO 
Group, a claim its documented deployments do not support.185 
Cellebrite manufactures mobile phone extraction technology used by law 
enforcement and intelligence agencies globally. Its tools have been 
documented in use in Bahrain to persecute a political dissident, in Myanmar 
to extract data from the phones of two Reuters journalists, in Serbia by police 
and intelligence services targeting environmental activists and journalists, 
and it has itself acknowledged in investor filings that its products may be 
used in ways "incompatible with human rights."186 
 
The companies documented above represent a fraction of a much larger and 
largely opaque industry. The SWANA region sits at the center of this military 

186 Access Now. (2021). �: �K�D�W���V�S�\���I�L�U�P���&�H�O�O�H�E�U�L�W�H���F�D�Q�
�W���K�L�G�H���I�U�R�P���L�Q�Y�H�V�W�R�U�V����
https://www.accessnow.org/what-spy-firm-cellebrite-cant-hide-from-investors/  

185Marczak, B., & Scott-Railton, J. (2025, June 12).���*�U�D�S�K�L�W�H���F�D�X�J�K�W�����)�L�U�V�W���I�R�U�H�Q�V�L�F���F�R�Q�I�L�U�P�D�W�L�R�Q���R�I���3�D�U�D�J�R�Q�
�V���L�2�6��
�P�H�U�F�H�Q�D�U�\���V�S�\�Z�D�U�H���I�L�Q�G�V���M�R�X�U�Q�D�O�L�V�W�V���W�D�U�J�H�W�H�G (Citizen Lab Report No. 186). The Citizen Lab, Munk School of Global 
Affairs & Public Policy, University of Toronto. 
https://citizenlab.ca/research/first-forensic-confirmation-of-paragons-ios-mercenary-spyware-finds-journalists-targete
d/  

184 US Department of Commerce, Bureau of Industry and Security. (2021, November 4). Addition of certain entities 
to the entity list: NSO Group and Candiru. Federal Register. 
https://www.federalregister.gov/documents/2021/11/04/2021-24123/addition-of-certain-entities-to-the-entity-list  

183 Forbidden Stories / Amnesty International. (2021, July). The Pegasus project. 
https://forbiddenstories.org/case/the-pegasus-project/  

182 Deccan Herald. (2021).���,�V�U�D�H�O���G�H�I�H�Q�F�H���P�L�Q�L�V�W�H�U���W�R���G�L�V�F�X�V�V���3�H�J�D�V�X�V���V�F�D�Q�G�D�O���L�Q���)�U�D�Q�F�H���Y�L�V�L�W����
https://www.deccanherald.com/world/israel-defence-minister-benny-gantz-to-discuss-pegasus-scandal-in-france-visit-
1013377.html  

181 Ynet News. (2021, July).���,�V�U�D�H�O���P�X�V�W���X�S�G�D�W�H���D�U�P�V���H�[�S�R�U�W���O�D�Z�V���D�I�W�H�U���W�K�H���1�6�2���O�H�D�N�����H�[�S�H�U�W�V���V�D�\�� 
https://www.ynetnews.com/magazine/article/skd00qbdc00  
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ecosystem in a way that is structurally unique: regional governments are 
among the world's largest and most willing buyers of surveillance and 
military technology, the occupation of Palestine provides a live testing ground 
that gives Israeli companies a commercial advantage no other market can 
replicate, and Gulf sovereign wealth increasingly finances these very 
companies. The result is a self-reinforcing cycle in which technology is 
developed, tested, sold, and deployed.  
 

3)​Dual-use tech suppliers  
 
The third category comprises companies that are typically smaller, less 
publicly visible, and often European or North American. These companies 
supply technologies with genuine civilian applications but that have been 
systematically deployed for repressive purposes. 
These are companies that did not set out to build weapons, but the harm 
their products enabled was foreseeable, documented, and in several cases 
the subject of criminal proceedings. 
 
Sandvine, a Canadian firm, supplied the Egyptian government with deep 
packet inspection technology used to block more than 34,000 websites in 
single operations and to redirect users to advertising and malware.187 The US 
Department of Commerce added Sandvine to its Entity List in February 2024, 
finding that the company had supplied DPI technology enabling mass 
surveillance and the blocking of political opposition and human rights content 
in Egypt and elsewhere.188 Sandvine terminated its relationship with Egypt 
only after the US government action made its business model in authoritarian 
markets untenable, not as a result of its own compliance processes. The 
company was removed from the list after it rebranded as AppLogic and issued 
human rights commitments without providing a transparent accounting of 
how it plans to address the abuses its technology facilitated.189 
 
Trovicor, a German company spun off from Nokia Siemens Networks, has 
reportedly established monitoring centers in Syria and Bahrain enabling 
real-time interception and analysis of communications.190  
Area SpA, an Italian firm, installed nationwide interception platforms in Syria 
under the direction of Syrian intelligence agents, equipping the Assad regime 

190 Privacy International. (2016). �7�U�D�F�N�L�Q�J���W�K�H���S�U�R�O�L�I�H�U�D�W�L�R�Q���R�I���V�X�U�Y�H�L�O�O�D�Q�F�H���W�H�F�K�Q�R�O�R�J�\�����7�U�R�Y�L�F�R�U����
https://privacyinternational.org/examples/trovicor  

189 Access Now. (2024). �)�U�R�P���6�D�Q�G�Y�L�Q�H���W�R���$�S�S�/�R�J�L�F���1�H�W�Z�R�U�N�V�����$���U�H�E�U�D�Q�G���G�R�H�V�Q�
�W���P�H�D�Q���U�H�I�R�U�P [Press release]. 
https://www.accessnow.org/press-release/from-sandvine-to-applogic-networks-a-rebrand-doesnt-mean-reform/   

188 US Department of Commerce, Bureau of Industry and Security. (2024, February 20). Addition of certain entities to 
the entity list: Sandvine. Federal Register. 
https://www.federalregister.gov/documents/2024/02/20/2024-03283/addition-of-certain-entities-to-the-entity-list  

187 Marczak, B., Dalek, J., McKune, S., & Deibert, R. (2018, March). �%�D�G���W�U�D�I�I�L�F�����6�D�Q�G�Y�L�Q�H�
�V���3�D�F�N�H�W�/�R�J�L�F���G�H�Y�L�F�H�V��
�X�V�H�G���W�R���G�H�S�O�R�\���J�R�Y�H�U�Q�P�H�Q�W���V�S�\�Z�D�U�H���L�Q���7�X�U�N�H�\���D�Q�G���U�H�G�L�U�H�F�W���(�J�\�S�W�L�D�Q���X�V�H�U�V���W�R���D�I�I�L�O�L�D�W�H���D�G�V����The Citizen Lab. 
https://citizenlab.ca/2018/03/bad-traffic-sandvines-packetlogic-devices-turkey-syria-egypt/  
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with the capacity to intercept virtually every email flowing through the 
country.191 
Amesys and its successor Nexa Technologies, French companies, sold 
surveillance platforms to the Libyan regime of Muammar Gaddafi and 
subsequently to the Egyptian regime of Abdel Fattah al-Sisi, platforms that 
investigators directly linked to the detention and torture of political 
opponents, leading to criminal proceedings in France against company 
executives for complicity in acts of torture and enforced disappearances.192 
Blue Coat Systems’ tools were found in Syria and used for censorship.193 
 
In each of these cases, the technology had civilian and commercial origins. In 
each case, its deployment by an authoritarian client produced documented, 
severe, and foreseeable human rights violations. The dual-use framing that 
dominates export control analysis allows these companies to benefit from a 
presumption of civilian intent that the evidence does not support. The Syrian 
case makes this most vivid: a company selling interception infrastructure to 
the Assad regime in 2010, after the regime's record of torture and repression 
was thoroughly documented, cannot credibly claim that subsequent detention 
and torture facilitated by that infrastructure was unforeseeable misuse.  
 
The Amesys and Nexa proceedings in France demonstrated that company 
executives can face criminal liability for complicity in human rights violations. 
In this case, four executives have been indicted for complicity in torture over 
the sale of surveillance technology to governments in Libya and Egypt. That 
precedent remains severely underutilized.194 

 
The architecture of complicity  
 
Across all three categories, the same dynamics operate. The financial and 
competitive incentives driving technology companies into military and 
intelligence markets vastly outweigh the accountability mechanisms designed 
to constrain them. Export control regimes are largely voluntary, and 
improving them requires political will that is lacking.  Surveillance technology 
is a profitable export sector, and Western states have repeatedly prioritized 
financial gain over human rights. Decision makers seem unwilling to keep 

194 Amnesty International. (2021, June 22). �(�[�H�F�X�W�L�Y�H�V���R�I���V�X�U�Y�H�L�O�O�D�Q�F�H���F�R�P�S�D�Q�L�H�V���$�P�H�V�\�V���D�Q�G���1�H�[�D���7�H�F�K�Q�R�O�R�J�L�H�V��
�L�Q�G�L�F�W�H�G���I�R�U���F�R�P�S�O�L�F�L�W�\���L�Q���W�R�U�W�X�U�H����
https://www.amnesty.org/en/latest/press-release/2021/06/executives-of-surveillance-companies-amesys-and-nexa-tec
hnologies-indicted-for-complicity-in-torture/  

193 Marquis-Boire, M., & colleagues. (2013, January). �3�O�D�Q�H�W���%�O�X�H���&�R�D�W�����0�D�S�S�L�Q�J���J�O�R�E�D�O���F�H�Q�V�R�U�V�K�L�S���D�Q�G���V�X�U�Y�H�L�O�O�D�Q�F�H��
�W�R�R�O�V����The Citizen Lab. 
https://citizenlab.ca/2013/01/planet-blue-coat-mapping-global-censorship-and-surveillance-tools/  

192 International Federation for Human Rights (FIDH) / Ligue des droits de l'Homme (LDH). (2022). �1�H�[�D��
�7�H�F�K�Q�R�O�R�J�L�H�V���L�Q�G�L�F�W�H�G���I�R�U���F�R�P�S�O�L�F�L�W�\���L�Q���W�R�U�W�X�U�H���D�Q�G���H�Q�I�R�U�F�H�G���G�L�V�D�S�S�H�D�U�D�Q�F�H�V����
https://www.fidh.org/en/region/north-africa-middle-east/libya/french-court-confirms-amesys-can-be-tried-for-complic
ity-in-torture  

191 Privacy International. (2016, December).���2�S�H�Q���V�H�D�V�R�Q�����%�X�L�O�G�L�Q�J���6�\�U�L�D�
�V���V�X�U�Y�H�L�O�O�D�Q�F�H���V�W�D�W�H����
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pace with the speed at which technology capabilities evolve and proliferate. 
At the same time, corporate human rights frameworks are voluntary, 
self-assessed, and triggered by reputational exposure rather than genuine 
internal diligence. Finally, criminal accountability for corporate complicity in 
state repression remains the rare exception, rather than the norm.  
 
The result is a corporate ecosystem in which the largest and most powerful 
technology companies in the world are motivated to supply the infrastructure 
for mass surveillance and AI-enabled killing; in which purpose-built 
surveillance and targeting firms operate with near-total impunity; and in 
which smaller dual-use suppliers can sell into repressive markets confident 
that legal and reputational consequences, if they materialize at all, will arrive 
years after the harm has been done.  
 

Consequences for the SWANA region  
 
The normalization of tech-enabled surveillance  
 
Surveillance is not new in the SWANA region. Technology did not invent that 
culture of fear but industrialized it, automated it. The normalization of 
pervasive, tech-enabled surveillance as the default architecture of 
governance is among the most dangerous consequences of the militarization 
of technology in the region. Not because surveillance is new, but because its 
new forms are different in their reach and permanence. Smart city cameras 
deployed for traffic management and public safety create the infrastructure 
for biometric tracking, counterterrorism laws that are weaponized against 
journalists and protesters, and AI tools marketed for fraud detection become 
instruments for identifying political dissent. Governments can defend each 
step in the name of security and modernity. Taken together, they constitute a 
comprehensive system of population control. This normalization follows a 
common pattern across the region: urban surveillance infrastructure 
generates behavioral data, predictive policing tools integrate that data into 
security architectures, and the resulting system gets progressively redirected 
at civil society: activists, journalists, opposition politicians, and marginalized 
communities including LGBTQ+ people and migrants.  
 
The legal scaffolding that enables this redirection is already in place across 
most SWANA states: cybercrime and counterterrorism laws drafted with 
deliberate breadth, biometric identity systems linking all communications to 
individual identities, and mandatory data retention requirements that turn 
telecommunications companies into instruments of state surveillance. 
Militarized technology has also extended the reach of authoritarian states 
across borders, enabling transnational repression with the targeting of 
diaspora communities, exiled journalists, and human rights defenders living 
abroad. 
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Findings and conclusion  
 
This report began with a set of questions that are simple to state and 
increasingly difficult to avoid: who is responsible for what is happening? What 
is the role of technology companies who are providing militarized technology 
and components to governments and parties to armed conflicts in the SWANA 
region, and who are the key companies doing so? What legal frameworks, if 
any, apply to the purchase and deployment of this technology and what gaps 
are enabling authoritarian practices ? 
The answer that emerges from the research is not a single actor or a single 
decision, but a system, a set of mutually reinforcing relationships between 
states, technology companies, export regimes, and legal frameworks that 
together make the militarization of technology profitable, politically 
normalized, and largely unaccountable. 
 
The following findings summarize what this research has established. 
 

-​ The SWANA region is an engine of the militarization of tech  
 
The region functions simultaneously as a site of production, a consumption 
market, and a live testing ground. Because the region occupies this central 
position in the global militarization of tech, interventions here—legal reforms, 
corporate accountability, and export control enforcement—carry significant 
effects globally.  
 

-​ In practice, the distinction between civilian and military tech 
has dissolved 
 

Cloud platforms used for healthcare and education store intelligence on entire 
occupied populations, social media platforms built for connection are feeding 
AI systems that select assassination targets, commercial spyware sold as a 
law enforcement tool gets deployed against journalists, opposition politicians, 
and diaspora activists worldwide. Technology companies pursue military 
contracts deliberately; military actors exploit commercial platforms for their 
scalability and deniability; and states deploy dual-use infrastructure in ways 
that their suppliers had every opportunity to prevent and chose not to. 
 

-​ The dual use framework in international law has become a 
mechanism of impunity  
 

The cases documented in this report, Syria, Egypt, Sudan, Palestine, 
demonstrate that the dual-use framework is morally and legally inadequate. 
Supplying mass surveillance infrastructure to the Assad regime, or deep 
packet inspection tools to the Egyptian government, produced systematic 
violations that were entirely predictable from the record of the states 
involved and the nature of the technologies supplied. Dual-use classification 
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functions in practice as a legal shield that allows companies to profit from the 
sale of repressive technology while bearing none of the consequences of its 
use. 
 

-​ International human rights law and international humanitarian 
law clearly prohibit much of what this report documents; 
enforcement remains inadequate  

 
The core problem here is not the absence of applicable law. Governments and 
companies are systematically failing to enforce it. Where genuine legal gaps 
exist, they are significant. There is no binding international instrument 
governing autonomous weapons systems, despite a joint call from the UN 
Secretary-General and the ICRC President for negotiations to conclude by 
2026, and despite more than 120 states expressing support for such an 
instrument.195 The application of existing IHL principles to AI-assisted 
targeting and attacks on dual-use digital infrastructure raises genuinely 
complex technical questions that existing frameworks were not designed to 
answer. But legal complexity explains only part of the failure. The legal tools 
exist. Consistent political will to use them does not.  
 

-​ National laws actively facilitate the militarization of technology 
in SWANA  

 
As the legal analysis in this report shows, national laws in SWANA region 
including cybercrime and counterterrorism frameworks deploy deliberately 
vague terms such as "public morals," "national unity," and "the Kingdom's 
reputation” that give governments broad authority to criminalize expression 
and justify surveillance. Personal data protection laws modeled superficially 
on the GDPR carry national security exceptions broad enough to eliminate the 
protections they are intended to provide. These laws actively facilitate the 
militarization of technology, providing the legal scaffolding for surveillance 
architectures and formal cover for deploying them against civilians. 
 

-​ US and European companies are exporting harm to this region 
and profiting from it 

 
Sandvine is Canadian, Amesys and Nexa Technologies are French, Area SpA 
is Italian, Trovicor is German, Blue Coat Systems is American, Google, 
Amazon, Microsoft, Meta, and Palantir are American, NSO Group sells with 
Israeli government approval to governments that could not otherwise obtain 
these capabilities.  
 

195 ICRC / United Nations Secretary-General. (2023, October 5). �-�R�L�Q�W���F�D�O�O���W�R���H�V�W�D�E�O�L�V�K���S�U�R�K�L�E�L�W�L�R�Q�V���D�Q�G���U�H�V�W�U�L�F�W�L�R�Q�V��
�R�Q���D�X�W�R�Q�R�P�R�X�V���Z�H�D�S�R�Q���V�\�V�W�H�P�V����
https://www.icrc.org/en/document/joint-call-un-and-icrc-establish-prohibitions-and-restrictions-autonomous-weapons
-systems  
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These companies have, to varying degrees, facilitated the harms documented 
in this report, including torture facilitated by intercepted Syrian 
communications, Palestinian civilians targeted by AI systems running on 
commercial cloud infrastructure, and Egyptian journalists surveilled through 
deep packet inspection tools. 
 
The governments hosting and licensing these companies have ratified 
international human rights treaties, publicly champion the rule of law, and 
present themselves internationally as defenders of human rights. That 
self-presentation creates a specific and largely unacknowledged 
responsibility. A government that ratifies the ICCPR, publicly champions 
freedom of expression, and simultaneously permits its companies to export 
mass surveillance infrastructure to authoritarian regimes enables the 
violation of those values through licensing decisions.  
 
The legal tools for acting on this responsibility already exist, and the Amesys 
and Nexa prosecutions demonstrate that European criminal law can reach 
executives who enable torture through technology transfers. The US Entity 
List designations of Sandvine, NSO Group, and Candiru demonstrate that 
export control enforcement works when governments choose to apply it. The 
EU Dual-Use Regulation's human rights dimension establishes the legal 
principle that export licensing decisions must account for human rights 
consequences.  
 
Despite all this, existing export control mechanisms, from the Wassenaar 
Arrangement to the EU's 2021 Dual-Use Regulation, have failed to prevent 
SWANA governments from acquiring technologies widely linked to serious 
human rights violations. What is missing is the consistent political decision to 
use these tools, before harm is documented rather than years after. 
 
 
 

-​ The human cost is enormous  
 
The most important consequence to take away from this research is that 
humans are losing their lives due to this militarization of tech. This is not a 
side effect of an otherwise neutral technological development, but  a direct 
and documented consequence of decisions made by companies, 
governments, and regulators who had the information and the authority to 
act differently and chose not to. This research is not tales about what 
technology might do in the future, it documents what has happened and what 
is continuing to happen.  
 
The production of militarized technology requires testing grounds, populated 
by human beings. The business model of this industry depends on the 
willingness of states to treat certain populations as acceptable sites of 
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experimentation, and on the willingness of exporting governments to look 
away while their companies profit from it. 
 
That is what this research has found, and that is what any serious response 
must address.  
 
The legal tools that could address those harms exist, with certain limitations, 
but they do. What has been missing, consistently and across decades, is the 
political decision to use them. 
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