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Table 2: Most Active CSVs in SWANA Region

Commercial Number of SWANA
. . Number of Annual Number of customers
surveillance A countries suspected of L Profit th d
vendor being customers employees ro across the wor
. $56.9 million in Customers in more than
Cellebrite At least 5 1,167 as of 2024 2024 100 countries
Cytrox/intell At loast 4 26 in 2021 via $7,649,829 in ?t least 14i the U.f'h
ytrox/Intellexa eas Thalestris 5021 “reasuE,y claimsit has a
‘global” customer base
Approximately Allegedly -$12 54 customers in 31
NSO Group At least 12 350in 2025 million in 2024 countries as of 2024
Saito Tech At least 6 Between 70 and $20 million in Customers in over 60

150 2017 countries, as of 2017

Sources: "WhatsApp Inc. v. NSO Group Technologies Limited," NSO Group's 2024 Transparency and Responsibility
Report, Feldstein and Kot's "Why Does the Global Spyware Industry Continue to Thrive?," US Treasury Sanctions
Members of the Intellexa Commercial Spyware Consortium, and "Cellphone Hacking and Millions in Gulf Deals:
Inner Workings of Top Secret Israeli Cyberattack Firm Revealed" «

Annual profit in this table records the most recent reporting for each respective company's or group's profitin a
given year.

Number of Spyware Incidents per WANA country from 2011-2025
This map displays the number of publicly reported spyware incidents in the West Asia and North Africa (WANA) region from 2011-2025. Spyware incidents are defined according to the
European Digital Rights' definition of spyware, explicated in section 2.4 in this report.

Total incidents

1 9

This dataset was built using data reported by major watchdog and human rights organizations (e.g. Amnesty International and the Citizen Lab), reputable news outlets, court documents, and corporate records.
Map: SMEX + Source: SMEX + Created with Datawrapper
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The NSO Group Corporate Structure in 2025

This information is from publicly available corporate records and news reporting.
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OSY Technologies S.arl.
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IOTA Holdings Lid. Q Cyber Technologies Ltd.
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- NSO Group owns shares e
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NSO Group Technologies of itsel. NSO Group Technologies
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- Circles Bulgaria EOQD CS-Circles Solutions Ltd.
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Global Hubcom Ltd

2015 alad "l gl )" de ganal el JGgl) 13 5 guall




2015 alad "5 () )" A ganal alaT JSgd)

L)\.\;Z}]\ ).\)L*ﬂ]\} el Al :\S)ﬂ\ OOlai (e Blata QLAJL;AS\ 0da

Omri Lavie Y s
Dufresne Holding S.ar.| e .Dufresne Holding S.a r.|
.NorthPole Newco S.ar.l o .NorthPole Newco S.a r.|
.0SY Technologies S.ar.l o .0OSY Technologies S.a r.l
.Q Cyber Technologies S.ar.l o Q Cyber)  aaldh OndsS e a8
(Technologies S.a r.l
Q Cyber Technologies = Q Cyber) oo S jule K"
.Ltd (Technologies S.a r.l
NSO  Group = .NSO Group Technologies Ltd
Technologies
Ltd
NSO . Aalall leagad (e e 3a Ml ) )" e sanae lliad
Group
owns
shares
of
.itself
.IOTA Holdings Ltd e .I10TA Holdings Ltd

.Ml Compass Ltd o

.MI Compass Ltd

.MS Magnet Solutions Ltd

.MS Magnet Solutions Ltd

.CS-Circles Solutions Ltd

.CS-Circles Solutions Ltd

.ClI-Compass Ltd

.ClI-Compass Ltd

.Global Hubcom Ltd

.Global Hubcom Ltd

O |O |O |0 |O

Circles Bulgaria EOOD

Circles Bulgaria EOOD

LI Trade Company Limited
((Dissolved

(sl i) LI Trade Company Limited

"8 g g g 1B gull)

Sedai e sl el O Ao sane g G sl ot il o 585 A i) Gl el s oally 0 S 230 )2 e
G ki b Leihge O S SY) LeaBse o Ao sanall ae 3y Leiladial due pilly )5 pall (g aic
55 LS 163 MLagd il 5 il SY1 5 o) sl i (e g sSall VIS I (RS 5 Sia 5 AEVAT Al s il Sl
J8 e Lwas aasid Lgilatie of ) el cdal 3305 ¢ el g el adl s cilelasall ;o Ll a8 oo s Lol

ile Jisie Nsogroup.com [y e U] gad e (1 2021) "5l 0 O 4o sene

Ll LAY YIS g g o gilal) Alas) YIS

163

oshee i/ 3 ;8 adle ¢30Y) &1 /https://web.archive.org/web/20250701175532/https://www.nsogroup.com/about-us

2025



Claasil yisd a )l Slo "ol Gl )" de sene aiad 2024 Al 3 LB S Gl e S sl Glal) ma f LS
164 235 gaguall dyika o) 5 camadaill 5 AEMAY) el JULeY) eled) 5 dinal) ;o 5 dlgiladia e dpe Hall claay

i JEal Jass lxd A,V il o2 e dadd elaia¥l dial i) Jilus e de ganall @l ) sliie 235
2024 b 53/ S 03 25520 (S5 .GV B sis Daaal J gl (5 s ") K" Aiaie e )7S0e I de sandl)
8y soaay 18y cJalall (3 giad Baniall ae) A8 (e L) (il cJalall allall o sl dansling 1 ) siie G ganall € s
195, i dasy g 5 el o iy e gaadll Hlad dasg 2l aly A Jhay

NSO Group + Follow
N -

ures to protec
<, neglect or negligent

form: ntal violence,
t, maltrestment or exploitation, incluging

on on the Rights of the Chilg)

At NSO Group, we are committed to providing the tools for a safer world for our
children,

o) S Aale e gl ul Y A8 ganal (ypu g sdiia 145 5l

"l ol )" A gara
e 32,000

B alle] o sl : e 5/ A0 (05 20

s ol o Caial) JISAT DS e Jilall dlead Dl dpalaill g A laia¥) 5 & oY) dung il ol aas ol Y1 J sl das
Mwiall seluY) @l b Ly (JDaiuY) ol Al Beludy s o dyshidl Aldadl S Jals il o dgadl el
(i)l 5 sind saniall aeY) 4ilis)

Dl i Gkl alle Jaa b atlad 3 <) 501 5 g5 o 3508 6" gl () )" de gana

Keeping Pegasus on the) .55 s et e dae 5l elica) "u gulin” 45 sen Ao Bliall (2023) ) oS ¢.p 0 i "
31-1 .u= <Information, Communication & Society 4>« (.wing: legitimizing cyber espionage
doi:https://doi.org/10.1080/1369118x.2023.2245873

(¢ Xu1] (November 20th is World Children's Day) Jikll allell a sull : _ssad 57/ 360 Gy 15 20 .(2024) "5 o) " 4o sana '®®
isle A 2024 a5 SO gy 500
https://www.linkedin.com/posts/nso-group_november-20th-is-world-childrens-day-activity-7264944950981578754
2025 (bt i/l 28 8 4dle &Y &3] /~WEHN

42



v

Qida" ) giany "o 2" Alaie e Gl didl (e Al "j o O A sana S <2022 )ﬂuﬁ/@m\ BEEIAS L;A

) st J gl e sanall i Lgilatie Adleiall Cilailill ayids LINA (e cl gla (Mla) Ha))

NSO Group
32,500 followers

- ®

NS

#Day1:

being collected.

There are many stories and myths about NSO Group — some real and some made
up. Follow our 7 myths in 7 days posts and discover what is fact and what is fiction-

¥ #fiction : NSO Group carries out surveillance and has access to all the data that is

&7 #fact : We supply our technologies to selected vetted governmental clients, but
we *never* operate them ourselves, nor are we exposed to the collected data.

#startup #trueorfalse #startuplife #myths #goals #mythology #lifestyle #legends
#motivation #entrepreneurship #facts #true #illustration #history #achievement
#sales #clients #data #surveillance #security #cyber
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There are many stories and myths about NSO
Group - some real and some made up. Follow our
7 myths in 7 days posts and discover what is fact
and what is fiction

#Day1:

X#tfiction: NSO Group carries out surveillance and
has access to all the data that is being collected.

#fact: We supply our technologies to selected
vetted governmental clients, but we never
operate them ourselves, nor are we exposed to
the collected data.
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catch Michael Korenblit next time).

with style, brains, and zero chill.

‘We came to #155Europe in Prague to celebrate 15 years of NSO Group like pros:

& Partners and clients who make it all worth it
() A cake that basically became a celebrity 15)
42 And a standing-room-only, Jaw-dropping talk (if you missed it... you'll want to

& A huge shoutout to our absolute Rockstar team - You pulled off a world-class event

Here's to the next 15! Louder, smarter, stronger. We're not slowing down.

#1552025 #SaferSociety #CryptoGameChanger #MSOWay #15Years
#Cyberintelligence #NoSeatsleft #TeamMNS0
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We came to #ISSEurope in Prague to celebrate
15 years of NSO Group like pros:
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Partners and clients who make it all worth it

A cake that basically became a celebrity
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And a standing-room-only, Jaw-dropping talk
(if you missed it... you'll want to catch Michael
Korenblit next time).
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EA{TT]

This information is from publicly available corporate records and news reporting, as of 2022.
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The Cytrox/Intellexa Alliance Corporate Structure: The Nexa Alliance Structure

This information is from publicly available corporate records and news reporting, as of 2023.
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The Cytrox/Intellexa Alliance Corporate Structure: The Czech Connection

This information is from publicly available corporate records and news reporting, as of 2022.
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Create Insights, Win the Digital Race

Widespread encryption has created an immense law-enforcement challenge
when pursuing criminals and incriminating activities across multiple
communication eco-systems.

Once obtained, the data itself is only one part of the investigation equation.
Building a robust and insightful intelligence posture requires a holistic approach.
Connecting the dots to create a broader picture is what turns the painstakingly
acquired data into effective intelligence.

We develop and fuse intelligence & investigation systems for LEA's and the Intel
community aimed at obtaining incriminating evidence and converting large data-
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sets into insightful intelligence all with one goal in mind; Win the digital race
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About us

Create Insights, Win the Digital Race
Widespread encryption has created an
immense law-enforcement challenge when
pursuing criminals and incriminating
activities across multiple communication
eco-systems.

Once obtained, the data itself is only one
part of the investigation equation. Building
a robust and insightful intelligence posture
requires a holistic approach. Connecting the
dots to create a broader picture is what
turns the painstakingly acquired data into
effective intelligence.

We develop and fuse intelligence &
investigation systems for LEA's and the intel
community aimed at obtaining
incriminating evidence and converting large
data-sets into insightful intelligence all with
one goal in mind; Win the digital race
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® The UME-12 is developed and produced by: Cellebrite LTD.

* The UME-12 is an advanced device that allows far the transfer of memary centent betwesn &
wide range of mobile cellular phones and cellular techinglogies available in the marketplace

* The UME-12 enables the exchange of memory content between mobile phones in a simple
and reliable manner, thus sclving one of the cellular carriers’ most impartant serviee problem.
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The Cellebrite Corporate Structure

This information is available from 2024 financial filings filed with the SEC and via public reporting.
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This information is available from 2024
financial filings filed with the SEC and via
public reporting
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Human trafficking impacts people all over the world.

We are committed to working with partners like the National Center for Missing &
Exploited Children, The Exodus Road and Raven through our #OperationFindThemaAll
initiative toward the shared goal of protecting the most vulnerable,
#EndHumanTrafficking http://ms.spr.ly/6044s)8Hy
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Happy 4th of July! us

To those werking on the front lines today, we appreciate your service and sacrifice.
Happy Birthday, America!

Cellebrite Cul i
89,075 followers & 89,075
3w el 3 Jd ) s
+ Follow Aaliet
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400 of our Cellebrite team - from 21 countries - are together today to

kick off 2025 and |

We are looking forward to a few days in person to collaborate, focus on
what's ahead and how we can continue to help our customers best serve

and protect their communities.
-——
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400 of our Cellebrite team - from 21 countries -
are together today to kick off 2025 and
#Advance!

We are looking forward to a few days in person
to collaborate, focus on what's ahead and how
we can continue to help our customers best

serve and protect their communities.
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+ Follow

Our primary mission at Cellebrite is to make the world safer by providing law
enforcement, corporate investigators, and non-profit organizations with cutting-
edge technology to accelerate justice. One example is our partnership with The
Exodus Road, a non-profit organization that helps save and prevent human
trafficking, forced labor, and child exploitation.

I'm Marque Teegardin, and I'm proud to be Cellebrite’s President of the Americas. |
have worked at Cellebrite for the past two and a half years. Actions speak louder
than words and making the world a better place for everyone is a job we choose
every day, not only on Human Rights Day.

That's why we have donated technology and expertise to The Exedus Road for
several years in the effort to rescue thousands of children from sex trafficking,
resulting in the capture and conviction of those responsible. The Exodus Road uses
our solutions to lawfully access, review, and analyze the terabytes of digital data
used in today's digital age of crime.

Seeing our technology provide closure to many innocent families affected by violent
crime, is what | love most about my job. The many success stories remind me why
we do what do: my strongest memory is working with a statewide collaboration
project in Brazil where 140 young girls were rescued from a sex trafficking ring this
year. Another amazing story happened in 2015 when The Exodus Road used
Cellebrite technology to rescue 400 young Rohingya children trafficked by many
corrupt public officials.

Qurwork together is constantly expanding across the world. It is estimated that
more than 50,000,000 children are being trafficked, more than at any time in world

histary.

Knowing that my company is keeping the world safer, makes me comforted every
time | return to my wife, Lemon, and my two kids, Sam and Violet".

#humanrightsday
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Technology is an integral part of our daily lives.
But criminals also exploit it to communicate,
organize and commil crimes. Reliance on
technology leaves behind "digital footprints and
a mountain of data that can contain
incriminating evidence.
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support to implement an end-to-end Digital
Intelligence strategy. Agencies can now access,
manage and analyze forensically sound digital
evidence, and effectively break down the silos
across departments to close more cases.
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The Saito Tech Corporate Structure

This information is from publicly available corporate records and news reporting.
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Dear Sir,

It is my sincere pleasure to offer your organization this official proposal for our cyber intelligence system.

The System is a high-end cyber intelligence platform dedicated to infiltrate PC computers, networks, mobile handsets,
by using exploitations and dissemination operations. System enables intelligence agencies and law-enforcement
organizations to conduct effective and scalable cyber intelligence operations covertly within individual End Point

Devices of interest, their connected devices and between multiple computer networks.

SYSTEM PROPOSAL
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,Dear Sir

It is my sincere pleasure to offer your
organization this official proposal for our
.cyber intelligence system

The System is a high-end cyber intelligence
platform dedicated to infiltrate PC
computers, networks, mobile handsets, by

using exploitations and dissemination
operations. System enables intelligence
agencies and law-enforcement

organizations to conduct effective and
scalable cyber intelligence operations
covertly within individual End Point Devices
of interest, their connected devices and

.between multiple computer networks
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protected by BitLocker® full disk encryption.
The perfect tool for Forensic and Investigative Departments

Instant bypass

Scientific and Criminal Investigation Police Forces may unlock any Windows
computer in a matter of a few minutes, regardless of passwords length and
complexity, bypassing the BitLocker protection and without resetting the password.

PC with TEX Console
(operator)

Target computer

under investigation
{even encrypted with BitLocker)

Memory dump Files system access BitLocker Recovery

Aesorvedins AT,

Take a memory dump Mount in read-only Extract the BitLocker
of the target computer mode the system disk Recovery Password
and use your forensic of the target computer and mount in your lab
tools for debugging or and use your PC to a forensic copy of the
analyzing applications, quickly browse and target computer's
running processes, exfiltrate selective files hard-drive for a
network connections... and folders without complete access to all
altering the data. its encrypted data.
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Scientific and Criminal Investigation Police
Forces may unlock any Windows computer
in a matter of a few minutes, regardless of
passwords length and complexity, bypassing
the BitLocker protection and without
resetting the password.
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PC with TEX Console (operator)
TEX

Target computer under investigation (even
encrypted with BitLocker)
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Memory dump: Take a memory dump of
the target computer and use your forensic
tools for debugging or analyzing
applications, running processes, network
connections...
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Files system access : Mount in read-only
mode the system disk of the target
computer and use your PC to quickly
browse and exfiltrate selective files and
folders without altering the data.
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BitLocker Recovery:

Extract the BitLocker Recovery Password
and mount in your lab a forensic copy of the
target computer’s hard-drive for a complete
access to all its encrypted data.
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Wednesday, 12 February 2025
15:00-13:45

Ghost In the Shell: Cutting Edge
Offensive Cyber Capabilities For the

Mobile World
* Prezented by Memento Labs
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